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Dr.J. N. Misra
Chief Executive Officer,
IIBE, Mumbai

editorial

“The real threat to business is from within, from poor ethical standards and lack of
integrity that can do incalculable harm. History has proven repeatedly that business
ethics, shared value, and corporate governance determine the longevity of an
enterprise. What is required is ‘capacity building’ towards deeper ethical behaviour”.

By: Shri. Azim Premiji

Banks have come a long way from initially playing the role of financial intermediary
to now being as an one stop financial service provider. This transformation has
changed the face of Banking industry in terms of products as well as practices.
Ethics & Corporate Governance in banks lay the foundation of trust in customers,
stakeholders and competitors. With a view to promote knowledge & information in
this regard, the theme of the present issue is “Ethics and Corporate Governance in
Banks”.

The first article of this issue is penned by Mr. Atul Kumar, Chief Ethics Officer, State
Bank of India on “Ethics and Corporate Governance in Banks”. According to the
author, governance of ethics melds with the ethics of governance, if compliance is
not regarded as value-neutral and should encompass ethics. This will then provide
guardrails against misconduct and support for moral agency.

The second article in this issue is authored by Mr. Burra Butchi Babu, Senior Domain
Expert, Institute for Development and Research in Banking Technology on “Use of
ethical hacking to counter cyber-attacks”. He has explained how ethical hacking can
be useful for combating cyber-crimes. He has also highlighted the role of an ethical
hacker and principles for ethical hacking.

The third article in this issue is written by Ms. Sakuntala Sanyal, Assistant General
Manager & Faculty, State Bank Institute of Consumer Banking (SBICB) on “Ethics
and Corporate Governance in Banks”. Ms. Sanyal had discussed the concept of
Ethical Banking and Corporate Governance. She has given a detail account of inter-
play of Ethics and Corporate Governance in Banks.

The fourth article in this issue is on “Role of Digitization in Financial Inclusion”, jointly
authored by Dr. Pradeep Kumar Pattnaik, General Manager & Director at State Bank
Institute of Consumer Banking (SBICB) and Mr. Bibekananda Panda, Chief Manager
(Economist) at State Bank Institute of Consumer Banking (SBICB). The use of
digital payments having intensified in India in recent years, this article highlights the
important facts regarding the role of various digital payment channels in furthering
financial inclusion.

The fifth article of this issue is written by Mr. P. T. S. Murthy, Former Assistant General
Manager, Bank of India on “Chatbot - No more Chit-Chat”. Mr. Murthy has explained
the role of Chatbots in Banking and its advantages.
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The sixth article in this issue is authored by Mr. N. K. Bakshi, Former Vice President,
Axis Bank on “Security from New Age IT Frauds”. Mr. Bakshi has discussed Saving
Bank Security and has cautioned regarding fake phone calls for passwords.

We are also carrying a Hindi article in this issue on “fa<1, dierer fawr iR Sermefierar
written by Mr. Subah Singh Yadav, Former Assistant General Manager, Bank of
Baroda. Mr. Yadav had given a detail account of skill development and efficiency in
Indian perspective.

We are also publishing a summary of Diamond Jubilee & CH Bhabha Banking
Overseas Research Fellowship Report of the year 2014-15 on “Innovative Credit
Products for MSME sector and to evaluate the Credit Guarantee Mechanism under
CGTMSE and compare with Credit Guarantee Mechanism of Japan” by Mr. E. R.
Muthuselvan, Assistant General Manager & Member of Faculty, College of Agricultural
Banking, Reserve Bank of India.

Apart from the articles on the theme “Ethics and Corporate Governance”, we have
also included articles on diverse contours of banking in this issue. | hope the readers
will appreciate this quarter’'s Bank Quest and continue extending their support to the
academic activities of the Institute.

Dr. J. N. Misra
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= Atul Kumar®

A series of corporate scandals in recent times
have revived an unprecedented public interest in
debates on ethics and corporate governance within
organizations. Take for instance two such calamities
involving a major Indian private sector bank and
a foremost non-banking financial company in our
country. Other countries have evinced no better show
either. For example, Wells Fargo’s fake accounts
scandal, Barclay and Lloyds Bank’s involvement
in Libor scandal, Global Financial Crisis of 2008
involving several bank failures, money laundering
scandal in 2012 spreading across HSBC Bank,
Standard Chartered Bank, Credit Suisse & Dutch
Bank ING, Danske Bank’s money laundering scam
in 2015, Goldman Sachs’s involvement in Malaysian
Development Board’s fraud and EU’s last month fines
of $1.2 billion on Barclays, Citi, MUFG, JP Morgan
and RBS for forex rigging known as ‘Three Way
Banana Spilt’ are few high-profile tragedies that bring
out spectacular abuse of managerial power in banks
throughout the world. However, while going through
the minutiae of these catastrophes, one qualm keeps
on agitating is that when Boards were providing
direction to all such banks regularly, compliance
systems were in force, risk management processes
were in place, well-defined checks & balances were
functional, periodical audits were being carried out
and the regulatory supervision was on the go, then
how is it possible that all the firewalls and thresholds
failed in deterring the creation of the circumstances
that crumbled the long established reputations,
leading to trust deficit in the banking ecosystem itself.
What is the missing link in the existing governance
and oversight frameworks? What banks can and
ought to do -to guard against recurrence of similar
debacles and restore the institutional trust in public at

Ethics & Corporate Governance in

Banks

large - during a period when corporate governance,
per se, seems to be facing an existential crisis?

Before we structure a response, it would be in order
to ascertain the root cause of these spate of corporate
governance failures in banks. Corporate governance
is fundamentally geared towards ensuring that ‘banks
take responsibility for directing and controlling their
affairs in a manner that is fair to all stakeholders. This
responsibility can be taken either on their own by
the Boards of Directors of banks or imposed upon
them by the regulatory authorities. This inclusive
responsibility lends a distinct ethical character to
corporate governance and is evident in its four
pillars of fairness, accountability, responsibility and
transparency. Other structural elements of corporate
governance such as board composition, board
committees of audit and risk, risk management
processes, audit system, reporting and disclosure
requirements etc. also manifest its characteristically
ethical nature. In terms of the widely acclaimed
Cadbury definition, also adopted by the World Bank,
Corporate Governance is the system by which
companies are directed and controlled for holding the
balance not only between individual and communal
goals, but also, between economic and social
goals. This definition as well suggests an ethical
alignment of individuals, corporations and the larger
economic system. A company whether banking or
otherwise is a congregation of various stakeholders
such as customers, employees, vendor partners,
management, board of directors, government and
society. If a company is to be directed to function
in a way so as to be fair and equitable to all its
stakeholders, the framework which governs it has
to invariably encourage the efficient and responsible
use of resources for synchronizing the interests of

*Chief Ethics Officer, State Bank of India.
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individuals, organizations and society. Corporate
governance in this context turns out to be nothing but
a moral or ethical framework under which corporate
decisions are taken. That is precisely why corporate
governance is inherently about ethical conduct of
business. Ethical competence is more exacted in
banking organizations for the reason that principally,
they are trustees of public funds and carry an socio-
ethical obligation of sustaining the institutional trust
of stakeholders.

However, in practice it has not worked out that way
anywhere in the world. How can we explain this
disagreement? If we study the current practice of
corporate governance in banks together with the
stance of regulatory guidance, we shall find that both
functions are strongly biased towards compliance
management in banks. As compliance per se is
‘focussed on decreeing rules, monitoring behaviour,
and sanctioning transgressions’, it becomes
an externally-driven activity from a behavioural
perspective. With the bank regulation growing more
comprehensive and granular in the aftermath of each
disaster, a severe compliance fatigue has developed
in employees conduct-wise across the bank-
engendering a state of disengaged collective mind -
and giving rise to much-criticised tick-box approach.
Ingredients of corporate governance are converted
into organisational practice through multiple levels
of compliances and therefore the whole system is
reeling under the diminished effectiveness of the
integrity of corporate governance agenda. Carsten
Tames has aptly noted that ‘a methodology for
strengthening self-regulated ethical behaviour is
largely missing’ from the scene. As a matter of fact,
compliance differs from ethical behaviour. Intention
behind an action is central to this distinction.
‘Compliance is simply behaviour in accordance
with someone else’s requirements in order to gain
rewards or avoid punishment. By contrast, ‘ethical
behaviour is prosocial behaviour for its own sake.
People engage in it for no other reason than they view
it as the right thing to do. As such, ethical behaviour is
intrinsically motivated. The locus of causality is, thus,

6 April - June 2019

a key distinguishing feature of compliance on the
one hand and ethical behaviour on the other. Ethical
behaviour requires an element of free choice. As the
external pressure to perform a good deed increases,
its ethical character diminishes.’

History can help us understand this phenomenon
better. In 325 BC, Alexander the Great, was engaging
in a series of battles against the local kings in
north-west India and won all of them. During last
two battles, his soldiers seemed to lack their verve
and did not fight well. The wins were quite closely
finished contests. In reality, the soldiers were too tired
of fighting and did not feel motivated on their own.
They were impassively complying with the orders
of their emperor. Later, Alexander wanted to invade
the powerful Nanda Empire in Eastern India. But
he could not generate enough enthusiasm among
his soldiers to take on the mighty Nanda Empire.
The soldiers had begun to feel sort of, what Albert
Bandura terms as ‘moral agency for actions’, by that
time. Identical is the situation presently pervading
the banking sector and although a number of banks
have reacted by toning up their decision making and
conduct processes through different cycles of ring-
fencing exercises, yet the quantum and magnitude
of governance meltdowns is not abating in the
least. The basic reason is that the employees or the
organizational soldiers are deficient in their moral
agency. Surely they unreceptively comply to some
authority outside of themselves, as had happened in
the case of Alexander thousands of years ago. ‘Moral
agency refers to the ability to monitor one’s conduct,
to judge it in relation to one’s personal identity and
moral standards, and to regulate one’s behaviour
through self-sanctions.’ It is to be recognised that
when people feel self-governed and free to make their
choices even though working within an organisation,
they act ethically, more deeply in the wake of their
identification with the corporate goals and, in turn,
effectively exercising their moral agency. In such a
setting of ethical congruence, moral agency flows
without constraints and compliance materialises both
in letter as well as spirit. Further, as people believe in
their own efficacy as a moral agent, moral agency gets
exercised either directly by the individual (individual
agency), or as a group (collective agency) or through
influencing others (proxy agency). It becomes the
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way things are done in an organisation and in due
course organisation becomes a means to achieve the
highest goals of corporate governance.

The classic case of Enron teaches similar lessons.
Enron had a pervasive practice of creative compliance
and insider dealings. Interestingly, much of Enron’s
misleading accounting was based on perfectly legal
devices that constituted normal business practices
in the US and beyond. Though it compromised the
whole idea of true and fair accounts and undermined
the very purpose of corporate governance, yet it was
accepted as legal and in line with the normal business
practice with no scruples. A serious concern in this
piece is the question whether legal regulation of
business can succeed without the lens of business
ethics? Corporate history shows that ‘whenever law is
put in place as a mechanism for controlling business,
it is mined for opportunities for circumvention. That is
the reality of business regulation in action, whether in
the arena of corporate governance or elsewhere. At
this point, we need to understand ‘how businesses
choose to comply with law involving judgment’?
And, making judgment is not a technical issue, but,
an ethical one necessitating active moral agency as
discussed in the preceding para. The experience
of Enron has clearly demonstrated that the stand
alone legislative approach is a poor substitute for
the practical wisdom that is inscribed in the notion
of ethics as a practice and further that ‘ethics cannot
be seen as ancillary to law but, as intrinsic to the way
business executives and other managers view law
and define their responsibilities under it’. Given these
conditions, corporate governance in general and
banking in particular assumes a normative imperative
as a co-creative process which is focussed on
fostering the human capacity for moral agency and
promoting ethics as an integral part of the business
behavior.

Since the origin of commerce, the ethical basis
of business has been in question but not that of
banking. We may ask what is the ethical basis in
banking? Etymologically, the word ‘ethics’ is derived
both from the ancient Greek word éthikos and Latin
‘ethicus’, meaning ‘relating to one’s character’. Ethics
is used to describe the right and wrong behavior in
a particular situation. Ethics also refers to the study
of moral beliefs and the choices arising from them.

The Journal of Indian Institute of Banking & Finance

Leslie E. Sekerka points out that ‘this involves the
examination of individual, cultural, group, and/or
professional values and principles that shape the
motivations for ethical or ‘right’ action. Personal
moral values are codified principles that help people
establish the boundaries of ethical behavior’. In short,
being ethical means that you live the moral values
you say you hold. As a banker, you are bound to live
out personal integrity uprightly in order to safeguard
the stakeholders’ trust that is inviolable. This premise
molds the ethical basis of banking. Interestingly, the
notion of moral responsibility in business or banking
has existed in one way or the other since the advent
of bartering. The earliest forms of bartering are based
on the principle of equal exchange. Aristotle also
distinguished between the basic trade healthy for an
economy, and trade for profit which could descend
into un-productive usury. Though the balance of
pursuing business opportunities while maintaining
ethical integrity has remained a defining challenge
for every form of the business enterprise since
beginning, a wider sense of fiduciary duty in such
activities generally continued till the later decades
of the 20" century. After that, Milton Friedman’s view
that ‘business of business is just business’ gained
currency and the maximization of shareholder value
became the sole corporate objective. Managers were
incentivized and impelled to pursue it. Element of
ethics faded. Later, Global Financial Crisis of 2007-
08 forced the governments, regulators and financial
institutions to examine the negative outcomes of
this approach and ‘a new sense of the importance
of robust regulation, alert corporate governance, and
stronger ethical guidelines became widespread’.

Watergate scandal of 1973, in the USA had probably
sown the seeds of modern corporate governance.
On the other side of Atlantic, UK-based corporations
were riding on a high earnings curve through the
1980s but got embroiled in scandals and collapses
by late 1980s, leading to panic amongst the
shareholders and banks. In May 1991, a committee
was constituted by the London Stock Exchange
under the Chairmanship of Sir Arian Cadbury. The
mandate of the Committee was to clearly set and
demarcate the role and responsibilities of those
involved in the overseeing the governance, reporting
and the audit functions in an organisation to raise the
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standards of corporate governance and the level of
confidence in financial reporting and auditing. The
Committee submitted its report in December 1992,
spelling out the methods of good governance. Since
then, a host of other developments have taken place
for bolstering corporate governance, but the recently
published UK Corporate Governance Code 2018
marks a departure from the traditional approach. It
places greater emphasis on integrity in business and
the relationships between companies, shareholders
and stakeholders. Unlike US and UK, corporate
governance in India was initiated not by any financial
exigency but, as a result of establishing a task force
to design a voluntary Code of Corporate Governance
by Confederation of Indian Industry (CIl) in 1995. In
1998, ‘Desirable Corporate Governance: A Code’ was
released. Subsequently, SEBI set up a Committee
under Mr. Kumar Mangalam Birla to design a Code
for listed banks. The Birla Report, approved by SEBI
in 2000, became mandatory for the listed banks.
Following Cll & SEBI, the Department of Company
Affairs modified the Banking Act 1956, to incorporate
specific corporate governance provisions. Over
the years, corporate governance in India has been
gradually evolving. Latest is the Committee on
Corporate Governance formed in 2017, under the
chair of Mr. Uday Kotak. SEBI has accepted its certain
recommendations and amended the SEBI Listing
Regulations in 2018. This report further strengthened
monitoring and enforcement mechanism for group
entities and related parties including performance
evaluation of independent directors. Besides, the
Basel Committee on Banking Supervision had
published guidelines on corporate governance in
banks in 1999, which had since been revised in 2015.
This guidance emphasises the critical importance
of effective corporate governance for the safety and
soundness of the banking system as a whole. The
revised principles provide an operating framework
and stress the significance of risk governance as
part of a bank’s overall corporate governance grid
and highlight the value of strong boards and board
committees. Currently, as majority of banks in India
belong to the public sector, corporate governance
can play out to be an enabler for them to achieve
business and social success.
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Today, the issues of ethics, corporate governance and
sustainable growth have become so interconnected
and pressing that what is now emerging, in effect, is
an integration of corporate governance, corporate
social responsibility and corporate sustainability.
This approach potentially offers a radical framework
for ethics and corporate governance in banking.
The operating logic, as Solomon illuminates, is that
‘people are ultimately responsible as individuals in
a corporate setting where their responsibilities are
at least in part defined by their roles and duties in
the company Business, in turn, are defined by their
role(s) and responsibilities in the larger community.’
In banking, ethical bearings nurture a higher level of
trust, builds customer loyalty, expands client-base
and eventually leads to better bottom-lines. These
also help in attracting better talent and furthering the
performance of existing employees. These shield
against fraud, bribery, conflicts of interest and the
business risks a bank is usually exposed to. Taking
ethical governance as a cultural premise and the role
of ethics as a critical enabler towards good corporate
governance, State Bank of India, long known for its
iconic integrity, had taken a seminal and forward
looking initiative in the year 2017, by envisaging
and creating the position of Chief Ethics Officer for
establishing an independent Ethics & Business
Conduct Functioninthe Bank. ldeawas toanchorand
institutionalise a strong ethical culture in a structured
manner towards realising the highest standards of
corporate governance in the midst of fast changing
aspirational template of the Indian society externally
and rapidly shifting employee demographics of the
Bank internally. IIBF has also added a course on
‘Ethics in Banking’ in its JAIIB curriculum to create
awareness about ethical aspects of banking behavior
in the new workforce joining the banking industry.
Such thoughtful interventions can go a long way in
blending corporate governance with ethics in day-
to-day banking and extending the sphere of ethical
governance in banking space.

In a time when fourth industrial revolution has begun
to come about with super intelligent technologies like
artificial intelligence, machine learning, blockchain
and robotics etc., the Indian banking system will
grow not only in size but also in its complexity. The
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uncertainties and ambiguities will aggravate for the
bankers. To navigate through such randomness,
corporate governance shall have to progress to the
level of well-balanced effectiveness but, that will be
possible when the search light of ethics guides the
path and steers the direction. The governance of
ethics melds with the ethics of governance once it
makes sure that compliance is not regarded as value-
neutral and encompasses ethics and, in the process,
provides ‘guardrails against misconduct and support
for moral agency’. Let us come forward, collaborate,
engage in ethical reasoning, deal with the normative-
ethical dimension of economic life and suffuse
the sinews of corporate governance with ethical
imagination, vigour and perseverance in the larger
interests of not only of the banks, its stakeholders and
national economy, but the global economy as well.
Talk Ethics and Walk Ethics.
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= Burra Butchi Babu”

Preamble

Hackers are originally computer enthusiasts, who
used their knowledge to gain unauthorized access
into computer systems, without any intention to
make financial gain or to damage the systems. With
the growth of internet, many organizations started
hosting their applications on the web for day-to-day
transactions. Hackers who are digital trespassers
started exploiting flaws in the network and insecure
web applications for financial gain. These malicious
hackers use many automated hacking tools to gain
access to targeted networks, steal credentials,
identify the vulnerabilities and exploit the computer
resources for various purposes.

Banking has expanded beyond branch banking and
customers prefer banking through mobile phones,
laptops, tablets, and other portable devices. These
portable devices, which are connected wirelessly,
are favorite targets to hackers to attack the central
systems. Banks are also switching to Cloud
Computing, to host their applications and data. These
call for more stringent monitoring of data stored
remotely, and increases the demand for improvised
ethical hacking techniques and adopting new risk
assessment methods.

In the era of ever expanding connected digital world,
a huge concern is about data breaches happening
through illegal/unauthorized access to major web
sites and applications. This created a lot of demand
for hacking tools and techniques, for helping the IT
security professionals to check the vulnerabilities in
a system, and to defend the systems by suggesting
remedial measures to mitigate / counter the attacks.

Use of Ethical Hacking to Counter
Cyber Attacks

Ever increasing illegal attacks by hackers using
multiple techniques on the computer systems and
network is a major concern for the banks who are
exposed to the world wide web.

Introduction to Ethical Hacking

Hacking is an act of unauthorized intrusion into a
computer or a network and the person engaged in
such activities is known as a hacker. Hackers adopt
a variety of techniques for hacking like scanning for
vulnerabilities in a network for weaknesses, cracking
of passwords, sniffing of data packets during transit
in the network, phishing, spoofing, viruses etc. Often
hackers misuse or alter system or security features
with a malicious motive. Hackers are often known as
criminals or digital trespassers.

However, there are some hackers who are engaged
in using their skills for legitimate purposes carrying
out non-malicious activities, like, finding the flaws /
vulnerabilities in the systems, making alterations
to equipment or processes for improving or
strengthening the systems. These Hackers are called
as ethical hackers and often known as security
guardians. Of late, ethical hacking has become an
integral part of the cyber security and being given
increasing importance by banks as these ethical
hackers search and identify flaws before cyber
criminals exploit them.

Banks / Financial Institutions have been the favored
targets for inflicting cyber-attacks by the cyber
criminals. Banks need people who have the skill sets
matching the hackers to perform penetration tests,
to lookout for vulnerabilities in their systems just like
a criminal hacker would, and report the vulnerability
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findings to the owner and also enable Banks to fix
their systems in time.

Some major hacking incidents in the recent past
causing huge data breaches have shaken the
confidence of computer users. A few such examples
are narrated below.

Facebook

In the month of September 2018, hackers have
exploited a weakness in Facebook’s code and
accessed data of over 50 billion users. They exploited
Facebook privacy tool ‘View As’ which allows any
users to see how his profile is visible to other users.

Marriott

In the month of November 2018, Marriott hotels
reported that their guest reservation database had
been compromised by an unauthorized party which
culminated in a massive data breach of data of 500
million customers.

Quora

In December 2018, Quora reported a massive breach
of user data of over 100 million users. The data
included names, email addresses, IP addresses, user
IDs, encrypted passwords, user account settings,
personalization data etc.

British Airways

In September 2018, British Airways reported breach
of about 3,80,000 booking transactions like bank
card numbers, expiry dates and CVV codes. The
transaction details were gathered by hackers using
a script designed to steal financial information by
‘skimming’ the payment page.

Hacking methods

Hackers achieve their goals using various methods
depending on the target and nature of crime. The
following are some such hacking methods adopted
in cyber-attacks.

a. Phishing

Phishing attacks are meant to lure / lead users into
sharing their personal details or login credentials.
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Attackers may do this by encouraging the user to
respond to the email, or by asking them to click to
a fraudulent website that prompts them to share
information. A link in a malicious e-mail is almost
twice likely to point to a phishing website than to
malware. Spear phishing is simply a more targeted
form of phishing. Instead of sending a single phishing
email to several email recipients, spear phishing
attacks send personally crafted emails to targeted
e-mail recipients.

b. Malware

Malware literally means “malicious software.”
Malware can be spyware, ransom ware or adware,
and it can carry a virus. Rather than embedding itself
into the operating system or hard drive like a virus, it
installs itself and runs as a software. Ransom ware
is malware that closes a computer, network, or other
system until a ransom has been paid and the hacker
deactivates the ransom ware. Malware can inflict
various sorts of havoc, like taking control of your
system, to monitoring your actions and keystrokes,
and silently sharing confidential data from your
computer or network to the threat actor’s systems.

c. Ransom ware

Ransom ware is a type of malware which typically
encrypts and blocks access to victim’s data in a
computer and demands money to restore the access.
Ransom ware typically blocks access to a victim’s
files through encryption. Once a victim is infected,
the ransom ware scans the available local, network
systems for important files, encrypts the files, and
alerts the user about the infection. The alert includes
a ransom demand and a deadline for payment. If the
ransom is not paid in time, the ransom ware destroys
the decryption key and the victim’s files would be
rendered useless.

d. Cross-Site Scripting (XSS)

Cross-site scripting (XSS) is a type of computer
security  vulnerability typically found in web
applications. XSS enables attackers to inject
malicious client-side scripts into web pages viewed
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by other users. Attackers to bypass access controls
such as the same-origin policy may use a cross-site
scripting vulnerability.

e. Social engineering

Social engineering provides a way to bypass security
protocols that cybercriminals may not be able to
overcome via technical means. Cybercriminals use
social engineering techniques to manipulate human
trust and elicit information in support of network
exploitation efforts. Social engineering is more
sophisticated and is likely to be increasingly used
by adversaries to disguise their illicit activities as
genuine.

f. Advanced Persistent Threats

Advanced Persistent Threats, or APTs, are long,
directed cyber-attacks. These types of attacks
usually begin with a network probe. An organization
or individual illegally, and surreptitiously, accesses an
organization’s local area network or internal internet.
This individual may have got in through an employee
access gateway or found a vulnerability through other
means. The hacker will lurk on the network, hiding
from detection, while it maps the information stored
there and implements malicious measures. Often,
results of APTs include theft.

g. Zero-day attacks

A zero-day vulnerability is a computer-software
vulnerability that is unknown to, or un-addressed
by, those who should be interested in mitigating
the vulnerability (including the vendor of the target
software). Until the vulnerability is mitigated, hackers
can exploit it to adversely affect computer programs,
data, additional computers or a network. An exploit
directed at a zero-day is called a zero-day exploit, or
zero-day attack.

Role of a typical Ethical Hacker

An ethical hacker is considered to be an ultimate
computer security specialist who is as skilled as a
malicious hacker conducting Penetration Testing
(intruding / penetrating into system or networks) |,
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finding threats and vulnerabilities like a malicious
hacker is likely to exploit and cause disruption,
financial loss and data loss to the organization. Ethical
hackers conduct penetration and vulnerability testing
with the approval of the owner of the systems. They
use the same tools and techniques used by malicious
hackers. Also an ethical hacker will find remedies for
the threats, vulnerabilities in those systems with the
main intention of protecting the systems from the
threat actors.

An ethical hacker generally has thorough
understanding of cyber-attack methodologies, tactics
adopted and motives of hackers, and various tools
used. The success of an ethical hacker is based on
knowledge of the system network, equipment, user
interaction, policies, procedures, physical security
and business culture.

The large presence of employees on social media
apps creates more scope for the threat actors to
exploit them using ever evolving social engineering
attack threats. This calls for more awareness of the
habits of its IT users (staff). An ethical hacker should
create awareness and also train staff on best practices
for social media usage and network security.

Skills required by an Ethical Hacker

An ethical hacker is expected to be proficient in
database handling, networking, and operating
systems and also have excellent soft skills as they
need to communicate problems regarding security to
the rest of the organization. An ethical hacker should
have expertise in the following areas:

Zero day attacks

Network traffic sniffing

Orchestration of various network attacks
Phishing and social engineering attacks
SQL injection

Password guessing and cracking

Session hijacking and spoofing

NN N N N R RN

DNS spoofing
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Also, an ethical hacker shall think like a malicious
hacker and shall anticipate ingenious ways a
malicious hacker can exploit a system and predict
and prevent such breaches.

Some rules and principles for ethical hacking

Ethical hackers need to follow some rules and
principles, some of which are given below.

1. Always seek written permission of the owner
before you initiate your testing. Keep the
Management updated with periodic progress
reports.

2. Understand the eco system, network topology
well and think like an intruding hacker.

3. Plan well before you start. Penetration testing
can be intrusive and destructive and may cause
slowing down or shutting down of systems.

4. Work ethically, work professionally. Desist from
sharing any information regarding details of the
testing plan to any unauthorized person. Do not
be lured by multiple tools available in the market.
Stick to select tools after due diligence.

5. Always report the vulnerabilities and weakness
found during the process immediately to the
owner. Always record your actions in written or
electronic form.

6 Respect rights and the privacy of others.
Activities performed by Ethical Hackers

Ethical hackers perform many proactive tests and
scans as part of their duties. Some such important
activities include:

Vulnerability assessment and penetration testing:
An ethical hacker performs vulnerability assessment
and penetration testing to provide an organization
with information on the security weaknesses in its
environment.

Patch Management: Computer systems need
periodic software updates known as patches for
bug fixing or for enhanced security / performance.
An ethical hacker shall scrutinize patch installation
processes to make sure that no new vulnerabilities
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are added through the application of patches.

Network traffic analytics: An ethical hacker should
perform network traffic analysis and sniffing by using
latest tools.

Zero day exploits: A zero-day attack is a breach of
cybersecurity that is related to a zero-day exploit in a
piece of software. A zero day exploit is one that exists
in the code undetected by the developer. One of the
major responsibilities of ethical hacker is to search for
such zero day exploits in their own system.

Privileged account monitoring: Privileged account
misuse will continue to be the biggest threat to the
security industry. An ethical hacker has to develop
strategies and action plan for mitigating this threat.

Automated hacking tools: Even ethical Hackers
need automated tools, which are useful in gathering
of critical information about on vulnerabilities, find
vulnerabilities inside any network / DNS, cracking
of passwords using brute force techniques, execute
remote attacks and many more activities. Some of
the ethical hacking tools include Acunetix, Canva,
John the Ripper, Kismet, Nikto.Nmap, Metasploit,
SQLninja, Wapiti, Wireshark.

Ethical use of Information technology resources.

Cyber security teams in banks are busy protecting
the perimeter of the data centers, endpoints and
connected devices on the network to protect their
data. However, insider threats are posing a bigger
challenge as they can create a path for hackers to
inflict bigger damage. User is the weakest link in the
IT security chain. Banks need to place more emphasis
on access controls and identity management.

Many employees flout the laid down security norms
at work place and use their computers in activities
like surfing popular web sites which are not related
to their job profile, participating in social media chats,
playing computer games, downloading free music
and movies violating copyright laws. Employees
pose significant risks to organizations unintentionally
by clicking malicious URLs and evading security
controls.
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Banks should have an IT policy encompassing Social
Media usage, Data privacy, Do’s and Don’ts of usage
of computer resources. Such frame work helps
the Ethical Hacker and the security team to ensure
security at work place.

Conclusion

Across the world unauthorized hacking is arecognized
as crime and punishable. Ethical hacking is about
countering the malicious hackers from attacks on web
based applications and systems through vulnerability
assessment and various penetration techniques.
There is always a dilemma about how much to spend
on testing and is what the return on investment.
Spend on testing depends on the exposure to the
outside world and the risk appetite of the organization.
Ethical hacking trend is picking up and many people
are being trained in Ethical Hacking.

Majority of the cybercrimes take place because of
lack of awareness of the users / customer about
cyber security. In this direction, Reserve Bank of India
has taken a great initiative by mandating that officials
concerned of banks should undergo training and get
certified in Cyber Security awareness.

Ethical hackers have good knowledge and potential
to harm the computer systems and have mandate to
access to critical and confidential data. It is for the
organization to pick the ethical hackers having good
moral responsibility, and use them gently and wisely,
for the good of society.

Hacking as a cybercrime is recognized in the
Information Technology Actand legal recourse against
hackers and data theft is prescribed. There are two
relevant sections in the Information Technology Act,
which prescribe the punishment for hacking and data
theft. Under section 43 and also under section 66 of IT
Act, a hacker can be punished with imprisonment, or
with fine, or with both. A person suffering from hacking
or data theft can file a complaint under Section 43
and Section 66 of the Information Technology Act,
2000 with the local cyber-crime authorities.
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Some ethical hackers adopt offensive security
methods. Offense security as opposed to defensive
security aims at hunting for the perpetrators,
potential attackers, and at times cautiously retaliate
by performing organized attacks in a controlled and
focused manner on threat actors to disable or to
disrupt their operations.

A section of security experts argues that there are
no good or bad hackers and hacking by an ethical
hacker or malicious hacker cannot be distinguished
as an ethical hacker can become a malicious hacker.
They argue that these acts by ethical hackers may be
legal, but not ethical. Also, they believe that training
people in hacking techniques should be restricted.

However, ethical hackers have been helping
organizations in improving and strengthening system
security and they are quite effective and successful.
More companies are training employees in offensive
skills, and more people are competing in hacking
competitions.

Ethical hacking as a profession has been adopted
in Indian Banks in a small way. Banks are, however,
realizing the importance of this area and there will be
more certified hackers in future helping banks with
proactive security techniques.
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1. Global financial system has gone through many
financial shock-waves since 1980, be it the East Asian
economic crisis, the technology bubble or the sub-
prime crisis and each time, new norms have been
set, regulatory regimes were strengthened. Despite
these measures, frauds have happened, non-
performing assets have increased. The very question
that is bothering everybody today is “Is Banking an
ethics free zone?” This question has the potential
to weaken the very foundation of trust and faith in
financial system and raise a doubt over their so-
called ‘Triple Bottom Line’ approach. At this juncture,
it is imperative to look critically at what and how the
banking business is being conducted and whether
corporate governance sans ethics have become the
norm of the day and also to find out ways and means
to lay the foundation for an ethical organization.

2. Inter Relationships of Ethics-Morality-Law and
Business Ethics as a branch of philosophy

Ethics is a branch of philosophy that deals with moral
principles telling us what is right and wrong. This is
the study of standard of our behavior that promotes
human welfare and general principle of ‘the good’.
Ethics is neither personal feelings nor it is similar to
religion; it is a greater truth of humanity.

How Ethics is different from morality?

Ethics is the rules of conduct accepted by a group
or culture, whereas moral principles are of personal

Ethics and Corporate Governance in

Banks

feelings of right and wrong. So, Ethics promotes
a standard of behavior that is acceptable by the
larger society or culture whereas, morality is more of
individual value system, which may or may not be in
sync with societal perception of right and wrong. At
the same time, ethics is also not truly what society
thinks because then social evils like Sati system or
child marriage may not have been considered wrong
and uprooted.

How ethics is different from Law?

Law is the compendium of rules and regulations
usually created by an appropriate authority like the
government and recognized by a particular country
or community for regulating the behaviour of its
members towards a desired direction. It represents
the minimum standards of human behavior. Therefore,
the scope of ethics is much beyond the law because,
moral values may differ from person to person, laws
may differ from society to society but, ethics can be
applied to all situations irrespective of any boundary.

What is Business Ethics?

Business ethics, the term sounding more like an
oxymoron, is ethics applied in business context. But,
can business be conducted on strictly ethical terms?
Are business and ethics separate or if not ‘sans
ethics’, can business be at least ethically neutral?

Nobel laureate Economist Mr. Milton Friedman once

*Assistant General Manager & Faculty, State Bank Institute of Consumer Banking (SBICB), Hyderabad.
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said that “the only social responsibility of business
is to make profits”. Does it mean that in a hyper-
competitive world, if others are not acting ethically,
how can we be ethical and survive in that environment?
The explanation may be put out in the following way-

Ethical standard of an individual determines and
develops his/her character and the character of a
person ultimately decides how he/she is perceived
by others and thereby managing his/her relationships
with the greater mankind. Similarly, business (run
by individuals ultimately) can also be conducted by
embracing the same principles of ethics and thereby
managing how individual employees are influencing
or being influenced to deliver the organizational
goals.

Is Ethical Banking same as Business Ethics?

Financial Web defines Ethical banking as the term
that encompasses any banking system that adopts
environmentally and socially conscious practices.
While the banks still try to earn profits, they try to
do it in such a way that's consistent with their values
and practices. When compared to Business Ethics
in Banks, Ethical banking is a broad term that filters
their business opportunities based on community
development practices, sustainable practices, client
screening based on their vision etc. Ethical Banks
may not grab certain business opportunities if they
are in conflict with their value system.

2.1 What is Corporate Governance?

As per the definition provided by Investopedia,
“Corporate Governance is the system of rules,
practices, and processes by which a firm is directed
and controlled.” It refers to the principles and
guidelines based on which a company can be run
and governed so that the company can maximize
value for all its stakeholders as well as fulfill its
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business objectives. Stakeholders include everyone
ranging from the Board of Directors, management,
shareholders to customers, employees and even
society as a whole.

The basic governance structure in most of the
corporations is this: the share-holders first vote
for and appoint a Board of Directors. The Board of
Directors have a fiduciary responsibility to protect the
share-holders’ interest. They then hire a CEO to lead
the business operations in such a way that the CEO
remains accountable and answerable to the Board.
The CEO, with the help of the Board, then appoints a
management team to assist him/her in overseeing the
business activities and so on. At every step, it can be
seen that power flows downwards in the hierarchical
chain whereas, accountability flows upward. Then
there are numerous policies, procedures,
and structures to ensure that appropriate balance
between power and accountability is established and
maintained giving rise to good corporate governance.

rules

2.2 Relationship between Business Ethics and
Corporate Governance

Growing profits and unblemished reputation go hand
in hand with good Corporate Governance. It becomes
even more important when interrelationships amongst
stakeholders decide the fate of strategic business
direction and take control of the business performance
of organizations. Accountability assumes a place of
enormous importance as it becomes a key element
to provide a transparent template for all governance
related decision making. Reputation coupled with
sense of accountability fortifies the edifice of good
corporate governance.

There are ample reasons why businesses should
act ethically. Being ethical increases credibility,
generates trust and improves relationships with key
stake-holders and the business can reap the benefits
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over a very long period. The success of Tata Group is

a good example in this regard. Good governance is,

ultimately, the sum total of ethical conducts of both

the organization and the individuals associated with

it.

3. Inter-play of Ethics and Corporate Governance
in Banks at different Organizational Levels

3.1 At Customer Level
A. Rights of a Customer

Ethical businesses can form strong relationships with
their customers due to their strong principles and
trust in their partners. Ethical behavior with customers
is about providing them an honest, fair, transparent,
and open business relationship. Ethical behavior may
indicate different facets of service delivery to different
customers like, for some, receiving a fast and precise
response to their queries could constitute ethics,
while for others, a social, friendly and responsible
gesture from a company would display the highest
form of ethical behavior.

Some of the universally accepted rights that a
customer expects from a Bank are:

i) Right to fair treatment ii) Right to Transparency,
Fair and Honest Dealing iii) Right to Suitability iv)
Right to Privacy v) Right to Grievance Redressal and
Compensation etc.

B. Code of Bank’s Commitment to Customers:
The Banking Codes and Standards Board of
India (BCSBI) collaborated with the Indian Banks'
Association (IBA) and came up with two codes -
Code of Bank’s Commitment to Customers and
the Code of Bank’s Commitment to Micro and
Small Enterprises. These codes set the minimum
standards or benchmarks for banking services that
will be followed by the member banks voluntarily
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when they are dealing with individual customers and
micro and small enterprises respectively. The central
theme of these Codes is to promote honest and fair
banking practices, minimum standard of service
quality, transparency in dealings, achieving higher
operating standards and finally, promoting a friendly
banker-customer relationship. BCSBI, to measure the
compliance level of its code by member banks, have
started rating the banks based on some pre-decided
parameters. The scoring is done on a scale of 100
and the rating category is as follows:

. No of Banks
S. No Rating
2017 2015
1 High (Score-85 and above) | 12 13
2 Above Average (70 to less 29 23
than 85)-
3 Average (60 to less than 10 10
70)
4 Below Average (Below 60) 0 0
Total no. of Banks surveyed 51 46

Source: BCSBI website

Overall Score by different Banking groups: The overall
average score achieved by different banking groups
during 2015 and 2017 is shown in the following table
and the corresponding chart:

Overall Average Score in %
M Year 2015 M Year 2017

72 70 85 83 93 92 77 78 77
mm BR BB ‘B BB
PSBs Private Foreign SUCBs All banks

Source: BCSBI website

C. RBI's Fair Practice Code for lenders: Many
a time, Bank borrowers are subjected to unfair
lending and recovery practices and to protect them
from this exploitation, the Reserve Bank of India (RBI)

April - June 2019 17



implemented the Fair Practices Code for Lenders in
2003. Some of the important declarations of Banks
under the code are-providing professional and
efficient retail lending facility, disclosing the time and
cost of loan transactions, providing efficient dispute
resolution or grievance redressal mechanism,
explaining the process of sanction and disbursement
ofloan, maintaining secrecy of all personal information
of the customer etc.

D. Complaint management system in Banks: In
general, complaints help banks to identify gaps in
their product lines, process deliveries and in control
mechanism. Banks should actively monitor customer
complaints so that the weaknesses observed could
be plugged at the earliest and customer experience
remains seamless. A recent Report on Trend and
Progress of Banking in India shows that complaints
against banks shot up 25% in 2017-18 over the
previous year. Not adhering to the fair practices code
was the top most grievances received by the offices
of the Banking Ombudsman.

2017-18 | 2016-17 | % change
Non observance of fair 36146 31769 13.78
practice code
ATM/Debit Cards 24672 16434 50.13
Credit Cards 12647 8297 52.43
Failure of commitments 11044 8911 23.94
Mobile banking/ 8487 NA* NA
electronic Banking
Charges without Notice 8209 7273 12.87
Pension 7833 8506 -7.91
Deposit Accounts 6719 7190 -6.55
Loan & Advances 6226 5559 12.00
Non-adherence of 3962 3699 7.11
BCSBI Code

*Fresh ground of complaints included from July 1,
2017. Received by Banking Ombudsman offices.
Source: RBI.

Data pertains to July-June.

E. Ethics in Marketing of Bank Products: When
moral principles and values are applied to all kinds of
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marketing communication, it is known as Marketing
Ethics. Fairness and honesty need to be promoted in
all advertising and promotional messages across all
communication channels. Any kind of false claims to
the consumers, exaggeration, breaching consumer
privacy, propagating stereotypes and exploiting
vulnerable consumers (like children and elderly,
patients etc.) are considered to be unethical behavior
by the companies and should be shunned.

i) Cross-Selling or Mis-Selling: Drawing attention
to the menace of cross-selling (mis-selling) in Banks,
RBI Deputy Governor Mr. S. S. Mundra had said “The
underlying reasons were the challenging targets
set for employees, incentive linked quotas, lack of
training and fast rotation of frontline staff.”

Some of the common ways of mis-selling third party
products are: attaching application forms of SIPs or
health insurance or personal accident policies along
with account opening forms, tagging insurance
products along with loans, making third party
products as mandatory for availing loans whereby,
loan proposals are rejected for not purchasing third
party products and debiting customer accounts for
renewal premium without proper mandate.

i) Product and Pricing Related Communication:
Apart from forceful sell of third party products, there
are many unethical practices related to product
or price. Selling ULIP policies to senior citizens,
investing superannuation benefits in mutual funds
without disclosing the market risk are common in
Bank Marketing. Moreover, many banks are coming
up with innovative products like ‘Super Saver offer’
on Home Loans carrying lower interest rate but,
virtually preventing customers from pre-closing their
loans. Similar is the issue of not passing the benefit of
policy rate reduction to customers even after moving
to MCLR regime.

ili) Dubious Role of Business Partners/ Marketing
Associates/DSAs: Most of the Banks and Financial
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Institutions maintain relations with Builders, Dealers,
Education Counsellors, and Direct Selling Agents
for getting leads against payment of lucrative
commission. It is quite possible that these under paid
sales executives will prefer to pass on the lead to that
particular Bank which offers the best commission rate
thereby putting the customer’s interest in the back
seat.

iv) Unethical Communication in Digital Space:
Today, the millennials and Gen Y customers decide
on a Bank based on Google Search, comparative
study available on websites or by going through the
rating. However, many a time, the way Search Engine
Optimization (SEO) works, a few Banks are shown
up at the top of the search result thereby directing
the major share of website traffic to them without
customers getting the full picture.

F. Other Unethical Practices: Some of the other
unethical practices of the Banks that weaken public
trust over Banks are unethical Loan Recovery
measures, where Banks resort to coercion and public
humiliation of customers who default in the loan
repayment. Another practice but a more severe one
is failure to maintain confidentiality of customer data.

G. Money Laundering and the Role of Banks:
Banks and other financial institutions are at the
forefront of the battle against the money launderers.
However, many a time, Banks find themselves on the
wrong side of the battle and indirectly, play a role
in money laundering by relaxing the KYC and PML
guidelines unethically. And this is not only true for
Indian Banks only, world over, big and small banks
have grabbed public attention because of their role in
money laundering.

3.2 Ethical Dimension: Employees

Employer-employee relations can be viewed on
multiple planes. At one level, they are contractual.
However, the relationship involves highly asymmetrical
powers in favour of the employer over the employee
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for a variety of reasons and this lies at the heart of
ethical issues. Problems often arise due to real or
perceived unfair exercise of power by the employer.
Some of the areas where ethical dilemmas may occur
are:

i) Whistle Blower Policy: This policy enables an
employee (the whistle blower) of an organization to
raise concern over the unethical practices adopted
by another employee or by the organization itself. The
designated officer will then investigate into the matter
and necessary action will be taken. About a third of
the Nifty companies proclaimed in their last financial-
year annual reports that they together received 3,508
whistle-blower complaints. The increased number
points towards an increasing use and awareness of
this enabler.

i) Sexual Harassment Policy in Banks: An ethical
organization will provide safe working environment to
its female workforce. This is not only an indicator of
business ethics but also of a good governance. As per
a newspaper report, as many as 588 women reported
cases of sexual harassment across 50 companies in
the Nifty 50 index.

ili) Social Media Policy of Banks: Today, most of
the Banks have presence on various social media
sites to engage with the customers on a real-time
basis. However, on one hand, these Social Media
tools are giving more insights about the customers
to the Banks, on another hand, employees of many
Banks have been using the media to vent their
frustrations against their own Banks. Sometimes,
some inexperienced employee responds to a
customer complaint in a very casual way drawing
huge wrath of online community. Therefore, many
Banks have come with a Social Media Policy of Dos
and Don’ts for its employees.

iv) Performance Linked Incentive in Banks:
Performance linked incentive structure in Indian
banks is no doubt a positive factor to raise employee
productivity. However, there are some disadvantages
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associated with this. Many a time, the targets are
either too high or show such steep increase over
the years, that they force the employees to resort to
unethical means to achieve their targets. The Wells
Fargo Scam is an apt example of the same.

v) Maintaining Work Life Balance: Another
significant area of employee exploitation is
distorting the work-life balance. Often in Corporate
world, productivity and efficiency are equated with
number of working hours an employee has put in
per day. This strenuous work culture creates an
imbalance in their life style and results into physical
and mental trauma or even suicide. Often, bank
employees are called on a holiday or get disturbed
by phone calls or WhatsApp messages and thereby,
not allowed to disengage or relax. The largest Bank
of the country, has shown positive direction by issuing
necessary guidelines to maintain a healthy work life
balance for the employees.

3.3 Interplay of Ethics and Corporate Governance
at Corporate Level

A. Agent-Principal Relationship: In a Banking
Company, the share-holders are the principal and
management team is the agent. This relationship
allows the agent to manage shareholders’ interests.
However, the managers have inherent inclination to
promote their self-interests even to the disregard of
the interests of the owners. This relationship is the
fundamental barrier to good corporate governance.

B. Ownership Structure: The concentration of
ownership in a corporation creates artificial road
blocks in the selection, appointment, remuneration
of the CEO and other critical functionaries or the top
management of the Bank. This structure demands
loyalty and throttles democracy and dissent.

In promoter-led Banks the corporate governance
problem arises when the Board becomes servile to
the all-powerful promoter. The ‘independent’ directors
owe their positions mainly to the promoters because
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promoters can actively vote on their appointment
contrary to the minority shareholders who occasionally
exercise their voting rights. As a result, the promoter
can effectively appoint the independent directors
even after having comparatively small shareholding.
If any independent director agrees to disagree with
the promoter, he or she is immediately shown the
doors.

C. Board Structure: Similarly, the constitution of the
Board, its role and authority and functioning itself can
become a barrier. In non-promoter led companies,
agency problem could be a reason of worry because
the managers’ interest may not be aligned with
the shareholders. First, there is the problem of the
charismatic CEOs who have always enjoyed an
aura of dominance and media attention because
of their past performance, charisma, and tactful PR
management. Second, many of the directors serve
on multiple boards, and therefore, have limited time
and resources to really dig into the company affairs
to comprehend the true situation of the firm. Most of
the time, they are not aware of their fiduciary powers
as well. As a result, directors depend heavily on
the information that the CEO chooses to showcase
and are ignorant of those issues that are concealed
from them. Consequently, directors end up looking
through the filtered glasses provided to them by
top executives and monitor the actions of the same
management in a biased manner.

Third, the financial incentives of directors such as
compensation and bonus remuneration are largely
dependent on the recommendations of CEO. Thisis a
well-known fact that CEOs, through various monetary
and non-monetary benefits, effectively make the
directors complicit. In exchange, the CEOs are
provided with additional immunity and job security
by the overcompensated directors. Furthermore,
cronyism between CEOs and directors are evident
when excess compensation of directors is directly
related to the CEO’s total compensation.
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D. Non-alignment of interests of Directors with
long-term value creation of the organization: There
are examples of directors who have a reciprocal
arrangement to sit on each other’'s board. There
are also directors in companies who have conflict
of interest. Similarly, there are directors whose
remuneration is linked to short term performance.

E. Accounts and Disclosures- the mounting NPA
Crisis: For the last few years, there had been a
visible reluctance on the part of the Indian banks to
recognize a sizable portion of their financial assets
as non- performing assets. The numerous loan
restructuring mechanisms also played second fiddle
to it. The result was pile up of huge non-performing
assets in the Banks’ books. When RBI carried out
asset quality review of banks, all these hidden NPAs
were classified. RBI made it mandatory that banks
must disclose the divergence when the additional
provisioning requirements assessed by RBI exceeded
15% of a bank’s published net profit for the reference
period or when its additional gross NPAs identified by
RBI exceeded 15% of the published incremental gross
NPAs.

There was a huge outcry of the media and public at
the blatant violation of regulatory and more seriously
corporate governance norms by the top most Banks

in India.

F. Corporate Frauds and Governance Issue: As per
RBI's ‘Reporton Trend and Progress of Banking in India
2017-18’, one of the major concerns of management
operations in Indian Banks has been fraud. In 2017-
18, not only credit related frauds but frauds related
to cyber-crimes, foreign exchange transaction or off
balance sheet items have also grabbed the centre
stage. The report states, “Incidentally, large value
frauds involving I500 million and above constituted
about 80 per cent of all the frauds during the year. 93
per cent of the frauds in terms of amount of more than
0.1 million occurred in Public Sector Banks (PSBs)
while Private Sector Banks (PVBs) accounted for six
per cent.”

Three main governance issues, if handled properly,
the menace of corporate frauds may be reined in-
(1) The role of poor organizational culture that
encourages and drives misconduct within a
financial institution; (2) The approach of collective
responsibility against individual accountability and
responsibility; and (3) The ‘rolling bad apples’
phenomenon whereby individuals (usually up in
the ladder) move from one organization to another
without their financial misconduct being divulged to
their new employer.

FRAUDS IN BANKING OPERATIONS
Area 2015 -16 2016-17 2017-18

Cases Amount* Cases Amount* Cases Amount*
Advances 2,125 1,73,681 2,322 2,05,614 2,526 2,25,590
Deposits 757 8,087 695 9,027 691 4,567
Cyber 1,191 402 1,372 423 2,059 1,096
Off-balance sheet 4 1,324 5 633 20 162,877
Foreign exchange 17 508 16 22,010 9 14,258
Cash 160 220 239 365 218 403
Cheques/DDs 234 250 235 404 207 341
Clearing accounts 17 866 27 57 37 56
Inter-branch A/Cs 4 101 1 4 6 12
Non-resident A/Cs 8 88 11 34 6 55
Others 176 1,460 153 768 138 2,421
Total 4,693 1,86,98 5,076 2,39,339 5,917 4,111,677

Source: Report on Trend and Progress of Banking in India 2017-18 by RBI.
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4. Developing today’s Banks into an Ethical
Organization

Athree-pronged strategy may be adopted to transform
the Banks of today to a future ethical organization:

4.1 The creation of a suitable structure and
incentives for ethical behavior: Employees do not
follow what is being said, they go by the behaviors
that are being rewarded. Robbins and Judge (2009),
have suggested a combination of the following
practices of the leaders to improve governance:

Become a role model and be visible: When
employees observe their senior/top management to
take up the ethical high road and set an example, a
positive message goes all out reinforcing their belief
about what is acceptable and what is not in their
workplace.

Communicate ethical expectations: An
organizational Code of Ethics can be created and
necessary conversations around it may be built up
to disseminate the primary values cherished by the
organization so that employees know the ethical
standards against which their performance will be
measured.

Offer ethics training: Set up seminars, workshops,
and similar ethical training programs. Use these
training sessions to reinforce the organization’s
standards of conduct, to clarify and address possible
ethical dilemmas.

Make noticeable effort to reward ethical
behavior:Annual appraisal of employees should
include point by point evaluation of how his/her
decisions fare against the benchmark of organizational
code of ethics.

Provide redressal mechanisms. There should be a
formal mechanism to address and discuss the ethical
dilemmas and report unethical behaviour if any,
without being reprimanded for doing so.
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4.2 Implement a Code of Ethics and blend it in the
Culture: It is imperative for the Banks to convey to
their employees that ethical behaviour is of paramount
importance and is always a priority when dilemma
strikes. The best way to do that is through a “code of
ethics” document. The code should offer guidance
when explicitinstructions are absent. Ethical standards
unlike regulatory policies are generally timeless and
do not require frequent updating. Therefore, if they
can be blended with corporate culture, it may help in
improving public sentiment towards Banks.

4.3 Better Governance leads to better Corporate
Social Responsibility (CSR) - CSR is a concept
whereby, the social and environmental concerns of a
company getinterwoven with their business strategies
and blends beautifully to their operational tactics as
well as in their interactions with their stakeholders
without the need of active supervision. A traditional
view suggested a contradiction between CSR and
Corporate Governance. Corporate Governance was
related to profit maximization while CSR apparently
was against profit maximization because it suggested
investment in non-profit oriented social causes. But
nowadays, Corporate Governance is an umbrellaterm
and CSRis gradually getting fused into the company’s
corporate governance practices. RBI came up with
its notification dated December 20, 2007, with the
theme ‘Corporate Social Responsibility, Sustainable
Development and Non- Financial Reporting- Role of
Banks’. The regulator envisaged that Banks would
exhibit commitments towards Sustainability, ‘Do
No Harm’ policy, Responsibility, Accountability and
Transparency while implementing CSR activities.
Prominent Banks have rallied behind the cause of
greater good and contributed to society by getting
involved in various social and environmental causes.

The contribution of some major Banks, through their
CSR arms, is praiseworthy. However, using CSR as
PR exercise by some Corporates including a few
banks have drawn flaks from public recently. CSR
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efforts that are carried out without sincerity and are
more of a nature of public relations stunts rather than
philanthropy, are also increasing rapidly. Another
superficial so called ethical practice by Banks is how
they are adopting sustainability inauthentically to
project an environment-friendly image. This practice
is called green-washing and should be avoided.

In conclusion, Ethics in Bank is not an option but the
only way forward because, a company that earns
disrepute for being unethical would soon be rejected
by the customers and investors unanimously. It
is also evident that Corporate Governance sans
ethics is a farce because setting the right corporate
culture by the senior management today may pre-
empt tomorrow’s ethical dilemmas and imprudent
follies within the organization. Growth, be it in terms
of profit or reputation, is driven by good Corporate
Governance and good Corporate Governance, in
turn, rests on accountability. Accountability cements
the latter in such a way that transparency shines in full
glory through every aspect of critical decision making
and organizational activities.

Sources:

i) Book ‘lIMA-Being Ethical: Ethics as the
Foundation of Business’ by S. Manikutty.

i) Book ‘Ethics in Banking’ by IIBF.

i) ‘The essential book of Corporate Governance’
by G. N. Bajpai.
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iv) https://www.investopedia.com/terms/c/
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v) https://www.finweb.com/banking-credit/what-is-
ethical-banking.html

vi) http://www.bcsbi.org.in/Pdf/
BCSBICodeComplianceRatingFin2017.pdf

vii) https://rbi.org.in/scripts/PublicationsView.
aspx?ld=18948

ix) http://eprints.lse.ac.uk/89986/1/southasia-2018-
05-30-public-sector-banks-in-india-revisiting.pdf

x) https://rbidocs.rbi.org.in/rdocs
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Introduction

After financial inclusion, the second most important
agenda of the GOl is the ‘Digital India’ mission. The
demonetization of 2016 and the unrelenting push
towards digital channels in subsequent period have
increased the usage of digital channels intensively
in the country in last couple of years. Analysis of the
latest data of RBI on Payment Systems Indicators
shows that the economy has achieved a successful
progress in digital transactions front. By December
2018, the total volume of digital transactions (RTGS,
CCIL operated systems, NACH, Paper Clearing,
Retail Electronic Clearing, Cards and PPIs) reached
2.63 billion compared to 1.60 billion in October 2016.
The overall value of transactions has also increased
significantly and has reached %221.9 frillion in
December 2018 from a level of ¥179.1 trillion in
October 2016.

Though the progress India has made in digital
payment front is commendable, it is very much
important to assess whether these digital progress
supports equal income distribution. As per the 2017-
18 Annual Report of RBI, out of 536 million BSBDA
accounts, only 1.12 per cent, i.e.,, 6 million have
availed of collateral free over draft facility in 2017-
18, which even includes Shishu category borrowers
under PMMY scheme. The corresponding ratio was
1.69 per centin FY17 and 1.92 per centin FY16. Apart
from joining mainstream to park their hard earned

Role of Digitization in
Financial Inclusion

= Dr. Pradeep Kumar Pattnaik”

= Bibekananda Panda™"

money, the low-income newly boarded customers
are not actively participating in availing other financial
services.

The literature on financial inclusion lauds many
potential benefits of financial inclusion. The
deepening of digital financial services, including
mobile money services, payment cards, and other
financial technology applications benefit many
weaker sections. Study by Suri and Jack (2016) has
shown that access to mobile money services has
huge impacts on the lives of Kenyans, especially
women. Women-headed households increased their
savings by more than a fifth and allowed 185,000
women to leave farming and develop business
or retail activities. The study also claimed that it
helped to reduce extreme poverty among women-
headed households by 22 per cent. It is important
to note that digital financial services help people to
manage financial risk by making it easier for them
to collect money from distant friends and relatives
during exigencies. Financial services can also help
people accumulate savings and increase spending
on necessities. Even the shift in administration of
subsidies by the government from physical modes to
digital channels for various welfare schemes reduced
slippages, corruption and improved efficiency. The
study by Muralidharan, Niehaus, and Sukhtankar
(2016) revealed that by switching from cash to digital
payments in India, the leakage of funds for pension

payments dropped by 47 per cent.

*General Manager & Director, State Bank Institute of Consumer Banking (SBICB).
**Chief Manager (Economist), State Bank Institute of Consumer Banking (SBICB).

24 April - June 2019

The Journal of Indian Institute of Banking & Finance



Digital Inclusion: Global Findex 2017

To better understand the degree of financial inclusion
and digital revolution in India vis-a-vis other emerging
and developing peers, this study has analyzed the
latest World Bank Global Findex 2017 data which
is a triennial survey drawn from a sample covering
150,000 people in 144 economies. The survey was
carried out over the 2017 calendar year by Gallup
Inc. and was published in April 2018 using randomly
selected, nationally representative samples. The
target population was the entire civilian, non-
institutionalized population age 15 and above. The
sample size for India was 3000 well distributed
among States. Though the survey period in India
(Apr 21, 2017 to Jun 2, 2017) was nearly after 6
months of demonetization announcement, may not
have captured all digital progress India has made
in last few months, still the data base is fair enough
to provide the information in a single platform for all

economies and covers almost same time periods.

Chart 1: Made/Received Digital Payments
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How Digitalization has moved?

Owning an account is the first step towards financial
inclusion, but this is not the end. To fully benefit from
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having an account, people need to be able to use it in
safe and convenient ways. Unfortunately, as per the
Global Findex database, apart from joining the main
stream, activities of these new entrants are limited in
India. When globally 76 per cent of account owners
reported making or receiving at least one digital
payment in 2017, the corresponding ratio for India
was only 29 per cent [Chart 1]. The ratio was 91 per
cent for high-income economies and 44 per cent for
developing economies. Important to note that these
percentages include all respondents who reported
using mobile money, a debit or credit card, or a
mobile phone to make a payment from an account,
or reported using the internet to pay bills or to buy
something online, in 2017.

The huge surge in digital transactions in India has
been recorded both in value and volume terms.
But, though the usage of digital transactions has
increased, India stands low compared to other peers
and sub-Saharan economies. Again the proportion of
the Indian population accessing financial institution
accounts from their phones or the internet, making
digital payments or using mobile money wallets is
radically lower than in other developing economies.
In 2017, only 29 per cent of Indian made or received
digital payments, which was lower than Nigeria (30
per cent), sub-Saharan Africa (34 per cent), World
(52 per cent), South Africa (60 per cent) and Kenya
(79 per cent). In Kenya, the successful adoption of
mobile money accounts has made the use of digital
payments universal among account owners.

Who is using Digital Payments Channels?

The use of digital payments has intensified in India
in recent years. Between 2014 and 2017, the share
of adults making or receiving digital payments rose
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by 10 percentage points, from 19 per cent to 29 per
cent [Chart 2]. However, this digitalization progress
is highly uneven among gender, social groups and
geographies. Compared to 35 per cent of male, only
22 per cent female uses digital payment channels.
An education gap persists regarding mobile account
access and digital payments. Similar is the trend
among the rich and poor segment. Rich people are
seen using digital channel more intensively than poor.
Similarly, the use of digital payment channels are
seen less among rural population. Important to note
is that though the gap in account ownership has been
narrowing, the adoption of digital payment methods

has widened.

Chart 2: Percentage of Adults made/ received
digital payments in India
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Which Digital Channels are on Demand?

The type of digital channels used by adults
emphasizes the position and acceptance of different
digital channels across population. Payment cards
such as debit and credit cards are a convenient way
to make payments from account without having to
withdraw cash. Globally, debit card ownership is seen
higher compared to credit card in all the economies.
In developed economies like USA and UK, debit
card ownership was 80 per cent and 90 per cent,
respectively compared to a credit card ownership

of 65 per cent. It is generally seen that most people
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who owns both credit and debit card use credit card
rather than a debit card to pay bills and make internet
purchases. It is observed that the uses of credit
card are seen more among developed economies
and credit card ownership remains low among low
income economies. Globally 29 per cent of adults
around the world reported using the internet to either
pay bills or buy something online, out of which 68 per
cent of adults were in high-income economies and 21
per cent in developing economies.
Chart 3: Payment Cards (Credit & Debit Card)
Ownership in Economies
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Preferred mode of Cash withdrawals: Branches
Still Dominate over ATM

Along with a number of other services offered by
debit card, the most common use of the debit card
is to withdraw money from account through an
automated teller machine (ATM) and make less use
of bank teller. In India the inclusion of more and more
population in the main stream has made it difficult for
banks to provide quality service at branches as the
growth of physical and human infrastructure were
limited. This is resulting into overcrowded branches
in semi urban and rural areas. It has been a constant
endeavor of the commercial banks as well as the
regulator to divert the traditional deposit, withdrawal
and passbook printing related services to alternate
channels. However, the newly boarded customers as
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well as a part of the existing customers prefer human
interaction over machine.

Debit cards also get used for the purpose of digital
payments for online shopping and bill payment. It is
seen that in many economies still the main mode of
cash withdrawal is bank teller not ATM machines.

Chart 4: Main Mode of Cash withdrawal in
Economies
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Chart 5: Uses of Payment Cards, ATMs and Other
Services in India
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Bank Teller as the main mode of cash
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In case of India debit card ownership has grown from
22 per cent in 2014 to 33 per cent in 2017. However,
surprisingly, credit card ownership has come down
in India from 4 per cent in 2014 to 3 per cent in 2017.
Importantly while debit card ownership has increased
in India, people using debit card for online payment
has not grown, it is only 4 per cent. The financially
included adults in India prefer to withdraw cash from
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bank teller rather than using ATM machines. Only 33
per cent of account holders prefer to withdraw cash
from ATM machines against 54 per cent from bank
tellers.

The usage of mobile money (people who have used
a mobile money service in 2017) account in India is
also at very low level of 2 per cent as against 73 per
cent in Kenya, 19 per cent in South Africa and overall
18 per cent in low income economies. The proportion
of the Indian adults accessing financial institution
accounts from their phones or internet, making
digital payments or using mobile money wallets is
significantly lower in India than in other developing
economies. Though the overall digital transactions
value and volume has grown considerably in recent
months, but the digital channels are not yet accepted
as the convenient and safe mode of transaction
among mass population. There are several factors
responsible for the impediments including low level
of financial literacy, lack of trust on technology,
recent rise in frauds in digital channels, lack of well-
developed digital infrastructure including quality of
internet facility. Until these infrastructure bottlenecks
are not properly removed and confidence among the
mass regarding the digital channels are not placed,
digital India dream would be difficult to achieve.

India has not yet benefitted from mobile banking.
Proportion of Indian population accessing financial
institution accounts from their phones or the Internet,
making digital payments or using mobile money
wallets is very much insignificant compared to
developing economies. In 2017, only 5 per cent of
Indians accessed a financial institution account from
their phone or the Internet, and 2 per cent of the
population owned a mobile money account where
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as, in sub-Saharan Africa 21 per cent of adults had a
mobile money account in 2017. Similarly, the usage
of digital payments is widespread with 97 per cent of
adults in Kenya making a digital payment in 2017 and
60 per cent in South Africa, compared to 29 per cent
in India.

Mobile technology plays an important role in digital
mission. The successful experience of some of the
African economies shows that even featured mobiles
are sufficient to carry basic mobile money accounts
related transactions via phone. Even earlier studies'
have also claimed that mobile offer the cheapest mode
of banking. Mobile banking transaction costs about 2
per cent of the bank branching cost, 10 per cent of
ATM-based transaction and 50 per cent of the Internet
banking cost. Hence, mobile phone and internet are
two basic foundations of digital transactions. Apart
from these two, the other physical infrastructures
including seamless electricity connection and robust
mobile networks are the key. Though, India has made
significant progress in internet usage front, but for a
lower middle income economy where 68.8 per cent
population lives in rural area?, internet infrastructure
is not strong in rural area. The latest Mobile Internet
Report 20178 by the Internet and Mobile Association
of India shows that there is a clear rural urban divide
in internet connection. Internet penetration in urban
India (64.8 per cent) was three times higher in
December 2017 in comparison to rural India internet
penetration (20.3 per cent). To have a successful
digital India, it is imperative to bridge the urban-rural
divide in internet infrastructure.

As per the Global Findex data, among the 1.1 billion
unbanked adults globally, 102.9 million are from
India. Among the unbanked adults, which records at
19 per cent of the total adults, 11 per cent are having

mobile phones and the rest 9 per cent are not having
any mobile phone. Importantly, out of the 11 per cent
adults those are having mobile, only 1 per cent is
having internet connection in their mobile. Hence,
adults deprived of an account, mobile phone and
internet connection stands at 19 per cent of the total
adults in India.

Conclusion

India claims to have nearly cent percent financial
inclusion. The flagship programmes of the
Government of India (Gol) including PMJDY, PMMY
etc. have played a significant role to achieve the
mission. Though 80 per cent of adults in the country
are having an account at a financial institution
(single or jointly with someone else) or through a
mobile money provider, only 7 per cent of them have
borrowed from a financial institution in the last one
year, which is lower than many African and Asian low
income economies. Low levels of engagement with
the formal banking sector beyond simple withdrawals
and deposits suggest that
ownership does not necessarily equate to financial

universal account

inclusion.

The use of digital payments has intensified in India
in recent years. However, this digitalization progress
is highly uneven among gender, social groups and
geographies. Credit and debit card ownership in India
is very low compared to other peers. The financially
included adults in India prefer to withdraw cash from
bank teller rather than using ATM machines. Though
the overall digital transactions value and volume have
grown considerably in recent months, the digital
channels are not yet accepted as the convenient and
safe mode of transaction among the mass.

Apart from a sound technology and robust

"https://www.rbi.org.in/scripts/BS_SpeechesView.aspx?id=726

2http://censusindia.gov.in/2011-prov-results/paper2/data_files/india/Rural_Urban_2011.pdf

Shttps://www.iamai.in/media/details/4990
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infrastructure, the most important factor driving
people from cash based transactions to digital are
government regulations which need to ensure that
appropriate regulations and consumer protection
safeguards are in place. Such protections are
very much important to include the economically
disadvantaged and financially less illiterate vulnerable
marginalised groups such as women and low income
strata etc.

The flagship BharatNet programme of the Gol aims to
provide on demand, affordable high speed optical fibre
network connectivity for all households. To realise the
vision of Digital India, the programme has achieved
a significant milestone in Phase-1 of the project by
connecting over one lakh Gram Panchayats (GP)
across the country by 31 Dec 2017 that covers over
2.5 lakh villages benefitting more than 200 million
rural Indians®. Phase-Il of the BharatNet has aimed
to connect the remaining 1,50,000 GPs, using an
optimal mix of media, by 31 March 2019. 100 per cent
rural electrification under ‘Deen Dayal Upadhyaya
Gram Jyoti Yojna’ (DDUGJY) has been able to
provide electricity in each rural village®. Providing
electricity and internet in rural village have eased the
Digital India mission ahead. Along with these basic
infrastructures, the recent disruption in telecom
sector, resulted by entry of giant players and mergers
has increased the competition which has ultimately

benefited the customers. Though telecom services
are made available to all at cheaper rate, India needs
to improve the quality of telecom network to win over
the confidence of the newly boarded customers.
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Chatbot is a new gadget on the horizons of banking
technology to provide hassle-free customer service
through the medium of technology. Banking is
synonymous with customer service. It is one of the
service industries where major interactions take place
with the customers. With new conglomerate activities
of banking industry wherein Banks offer both banking
products such as Deposits, Loans and non-banking
products, such as credit cards, insurance, mutual
funds, customers need more clarity, guidance and
assistance. In order to meet rising demands from the
customers for information, all banks have set up call
centres. The major advantage of call centres is the
customer can call them at his/her convenient time
on a 24/7 basis. Of late, it has been observed that
customers are dissatisfied with these call centres
because they are not able to obtain the telephone
lines and wait time is long or they get incomplete
information. Most of these call centres are outsourced
and handled by people without domain knowledge.
The calls get frequently transferred from one source
to the other. The customer disconnects the line,
dissatisfied, as he/she could not get the information
he/she desired. The present-day call centres do not
maintain any log on queries or accept any text or
email message to take the grievance. Many times,
their operational inefficiency is detrimental to the
image of the bank.

Chatbot

The Chatbot is a computer programme designed
to simulate a conversation with human users,
especially over the internet or telephone. The system
uses Atrtificial Intelligence and Natural Language

Chatbot -

No More Chit-Chat

Processing (NLP) or Neuro Linguistic programme.
There are two types of chatbots. One is based
on a set of rules and the other one using machine
language. The NLP aims to interpret, to recognize
and understand the user request in free speech. The
other one is based on artificial intelligence. The latter
will look for possible answers for customer’s question
by accepting variable options. The I-phone’s Siri,
Alexa of Amazon and Google Assistant are chatbots
with which, major smartphone users are familiar with.
Al is expected to redefine how we interact digitally
with the customers to get the required information.
A MEDICI study found that virtual assistance through
Chatbot is the most explored all over the World. The
Chatbot accesses data from a vast database and
uses Al to enable scaled conversations and respond
to the customer’s request.

Let us give an example, how Chatbot responds to a
customer query.

Customer: “May | know about the deposit schemes
of the bank”.

Chatbot searches its feed on its system and tries
to get an appropriate answer. Here, the customer’s
question is not specific. Hence, it tries to analyse the
question further.

Chatbot: Are you looking for Current, SB or Term
Deposits.

It thus limits the choice of the customer and if the
customer says SB deposits, it goes back to the feed
and replies perfectly.

*Former Assistant General Manager, Bank of India.
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Chatbot in Banking

Many banks are leveraging technology to launch
Chatbot. It will reduce costs and human errors.
Juniper Research has predicted that by the year
2022, there will be cost savings of over USD8 bn in
the Banking industry globally by using the Chatbots.
According to another research by Gartner, by 2022,
Chatbots will handle 85% of all customer service
interactions. According to a report by PwC in 2017,
the global spending on Al applications touched
USD5.1 billion in 2015. The major advantages for the
Banks are cost savings, ease of use and 24/7 digital
support. The Chatbot application used by Bank of
America is called Erica, JPMorgan Chase is COIN.
They are used for lead generation, customer support,
and feedback.

Chatbot in Banks in India

Kotak Mahindra Bank Launched Keya, India’s
first Al-powered voice bot in the Banking Industry.
According the bank, Keya is an intelligent voice-
bot developed keeping in mind the customers'
changing preference for voice over text. It is built on
a technology that understands a customer's query
and steers the conversation to provide a quick and
relevant response. Many private sector banks and
public sector banks are inching forward for setting up
Chatbots replacing call centres.

According to Accenture’s recent Accenture Banking
Technology Vision 2018 report, 83% of Indian bankers
believe that Al will work alongside humans in the next
two years - a higher than the global average of 79%.
93% of bankers in India said they increasingly use
data to drive critical and automated decision-making.

HDFC has recently implemented Chatbot called
“EVA’ and has handled 2.7 million customers and
communicated with over 5.30 lakh users. SBI had
launched its SBI's Intelligent Assistant, “SIA” which
handles customer queries and daily tasks. It handles
nearly 10,000 inquiries per second or 864 million
per day. It can handle all enquiries about banking
products and services. It is expected to tune to answer
in various Indian languages in both voice and text
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format. YES Bank has YESmPower as their Chatbot.
ICICI Bank has deployed software Chatbot functions
across the organizations all segments of Banking.

Advantages

(1) Customer support. - All the calls attended by
the Call centres can be directed through Chatbot.
There will not be any delay in responding.

(2) Automated data collection - Chatbot can be
used to create logs for analytic purposes. The
frequently enquired subjects and new topics
which could not be answered by the bots can be
addressed by the Bank either by redesigning the
product or introducing a new product.

(3) Big Savings - Chatbots can help reduce costs
on human resources and technical glitches.
Specialized officers and equipment need not be
deployed. Chatbot can be easily modified to suit
the requirements.

(4) Risk Management and Fraud Detection - Helps
to automate fraud prevention processes and
collects critical information to implement risk
processes in the Bank.

(5) Productinformation. It can trace the transactions
from the customers and suggest for cross-selling
of products.

(6) No human intervention: The discussions are
polite and to the point. No unnecessary chit
chats and enquiries. Reduces turnaround time
for answering a query. The customer can interact
through voice or text.

(7) Accessibility: They can be accessed by multiple
users at a time on a 24x7x365 days basis without
any glitches.

The Chatbot is going to stay. Next time, when your call
is properly answered, you may have to say, “Thank
you Chatbot for your reply.”

v
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Doing easy business in one's saving bank account
calls for being vigilant. The customers having saving
bank accounts and Non Resident External Account
(NRE) saving bank accounts and using digital
platform need to follow couple of dos and don’ts. It is
in their interest as well as in bank’s interest. In recent
times, widespread frauds are being noticed on senior
citizens, householders, women and bank customers
availing digital services for the first time. Financial
literacy has been making its presence felt across
India and it needs to be discussed time and again at
every forum like community halls, bank customer’s
monthly meets, village panchayat halls, skill learning
with elderly people, vendors, NGOs working in
different parts of India to name a few. Banks have
been making lot of efforts for reduction of digital
crimes perpetrated on customers. Digital thievery
comes in all types. The most common is getting a call
and someone pretending to be from bank speaking
for a minute, building up a ruse which is followed by
asking for One-Time Password (OTP). And once the
OTP is given away, the entire balance gets cleaned
up before you know what struck you. At times, for
months, elderly and housewives may not even know
about their shallow and empty saving bank accounts.
The thumb rule of never having to share your OTP
or password could be introduced in all saving
bank account opening forms prominently in block
letters and with a request to sign it after explaining
the importance of the narration. This lack of digital
awareness is the root cause of digital robbery which
needs to be nipped in the bud.

Security from New Age IT Frauds

The bill boards should be prominently placed in
Automated Teller Machine (ATM) premises and
Branches mentioning “under no circumstance
passwords should be shared in ATM with any one
and never on phone” whosoever is calling from the
other side. It needs to be explained to all saving and
NRI saving bank account customers that banks do
not have any practice of calling any customer and
asking for OTP and passwords.

The customers need to be explained that one can
learn how to operate ATM or Micro ATM from any
helping hand but once, the stage reaches for entering
the password, the helping person has to look on the
other side and the card holder has to make a hand
cup of other hand, cover the fingers and press the
password. These measures will go a long way in
reducing digital robberies. One novel way of training
customers could be calling customer to ask for their
OTP and them caution them not to revel because
that is how you get trapped. Similarly, on customer’s
emails, a link could be sent with free offer and when the
customer clicks on the link, the alert message should
pop up from the bank cautioning the customer about
allurement and remind customers that checking on
an unknown link could lead to frauds.

It is also advised that bank’s customers while
receiving debit or credit cards should be asked to
feed bank’s toll free number in their registered mobile
number. In case the card gets misplaced or lost, it
urgently needs to be blocked. Atthe same time, card
number should be written in a diary at home and

*Former Vice President, Axis Bank.
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could be kept with a reliable relative because simply
having a toll free number would be of no use unless
the card number is provided to the toll free number
of the bank. Measures undertaken by bank also
need to be appreciated. It has been their constant
endeavor to upscale their technology with customer
centric approach to bring down debit card frauds.
The complete message now appears on the mobile
screen with the amount and the purpose where the
card is swiped on POS or withdrawn from ATM with
the toll free number which the customer can use to
immediately revert in case the transaction has not
been processed. Another important lesson to be
shared with customers is to read the full message
on the mobile screen after completing the point-of-
sale (POS) or ATM transactions. This is where digital
awareness on banking has become very important.

Senior citizens, house holders and other soft
targets could be given two passwords instead of
one password for withdrawal of cash and POS
transactions. It will be too cumbersome for senior
citizens and not very digital savvy customers to
part with two passwords to the unscrupulous caller
resulting in prevention of frauds as the task would
perhaps become unmanageable.

Further, in their internal database, banks could
have few dummy cards in branches. These dummy
cards would act as informers for catching the culprit
who probably leaks the debit card information. In
internal database, once the attempt of fraud is made
on a dummy debit or credit card, source of leak
of information would be exposed. Also, repeated
messages should be passed on to the customers on
ATM screens that, customers should never leave ATM
unless a thank you, you may leave now message
comes on the ATM screen.

Most of the time an important issue which customers
face is while withdrawing cash from A bank’s ATM
using their debit card of B Bank and ending up not
getting cash. To overcome such situation, customer,
while opening their saving bank account, should be
suitably guided on how ATMs functions and how
grievances can be resolved to their satisfaction in
respect of both banks’ own and third arty ATMs

ATM is the most useful, hassle free and convenient
innovation of the financial services industry for
customers and couple of dos and don’ts would
provide years of peaceful and pleasant experience of
handing cash at ATM - anytime.

v
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1990 & d1E ¥ ARG 3P gig H HUROT B3nl & |
FRRTETI F&T BIY Bl 9Igaol & JFAR AR
IIIRATYH—<] quT H A DY IrfaqaRer & I1fdw
TS ¥ AT BRAT 3RT BN | I8 | PN [T
$ BRI BTG9G BT Forad Ieefierdr o 9ot Herar
2, S w9 waitfior garat @1 € ve ufafew 2| gaferg
s A @1 fafesior &1 heed a1 ST B, O Ra
I fIeq o AFET W Yol 1 Bae) 91 912G |

Serefierar 3R fa

39 S 91 BT TETOT BRAT AAD &I ordl & fb
Seaeierar # fad o &1 yfier 27 Se e,
ddb-Th!, Y faaR 3R S8 | W_T BIdT ® S Sereiiel
goll 1 o1 &_d &, fobg 39 Ty H ardfdes i
R fgFer gFr Ay | o fad g @Rd & fdar
ST ol 81 59 TR 9 o Seeiierdr &1 dier |
™ 99 H AGE &1 8| R H P YR H <A &
I H T UG PR DI ATUROM B IFATS DI & |
9 AIHT ol Se¥g IR UM 3R ASHR Goi
YA o | SYAAAT |1 Pl SGR BRI 2G0T
IUART TR TG TG FaRRING & TS | T AT
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P TE o fh $HS Boawyd S G H AN Bl
T & gsas o qfad fAerh, ASHR &1 gord 80,
famrg # ot MY iR ITIT & | IERl B JIR
B 2 JAdT H§ HH MMGT | feerd Surai | urerfie
&3 B SYRST ®I JAROT IMAA B, SN ABRIHD
IUTAT B AT A GeH, ofg Ud AeIH SN Bl T
U™ BRI § 1 10 g ®. dd (Aoiel AT &
T HAR B ATl U & ST 2 BRIS, 3NN
SS9 HOT H 1 IS dP) KU &b oIy FURGS Jad
SYR, bl §RT Th $RIs db & 9 ®I 59 e H
dgifae Wgfd iR ol 4 SRAE &1 & faur
—forder, arfefiar IOl iR emafde o & forw wuifsie
T BT AR UG BT, AeHpier el # faerdiaa
e, oY UG FeH QUHAT Dl ATRATY, Folvex Hex U
DI AUAMI, G&H Y UG HedHq IUhHI P IATY[eiba il
H1 fy M g graE o fear ¥ fued &
fou feer—frder, gew, &g ok "9 Susmpdl A
mﬁﬁwﬁaﬁﬁwﬁrfﬁ fou amfes w9 foraH
I UM & TeATaT TSR 3R ERITTa AfAfer
A e € 39 R & FAdaH FaRIy 2| 31T
Ryed, @S, MTa—aid §@, may fad wweng
IR A1 & ITH Yol uardl IR geH I ey uie
Sl @ fad Sueaer v & oy iR e efterar
BT 9ol o1 & forg foxira giard gfaemett &1 fewar
T B | 37 fo<ia wvematl -1 Semeiadr ol 9gMT o
@I fa=m H @) ge<aqel e RN & | e,
RIS GG & <dd $I AT & ARTH I SH)
BT BH NI § IRTETET HATY SUAE] BRI § TEIH
g2 | TN 919 I8 ® 6 I=M IR # iR AT &
HAGIR a9 & ST DI vgH WSl B fa<ig Fgraan
U PR STAA B GBI DI bl H G
P TR 917 I8 2 b Seeiiadr f[aerd erisHr
& HEH | &HAT ST § SHBT AN Scol@ T §
aﬁﬁswﬁwﬁwﬁﬁaﬁe&qﬁéﬁaﬁwqﬁmﬁ
2| 3T d b3 RPN BRIDH O FEIFHAT JASTR
PRIFHH BT AL PR T | I PRIHA T Hdol U
IR IS SueTel oA B, dfed dd-ld HIled, TS
BifeeT FHAT 3R Herar 1 USH &Rd 8 | PIerd
Bl IATEHAT TAT ASHTR Fod H AhAdgdd I
g eu g arfey—
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(37) Preret @1 ATl AT W AT BT AT AT |

@) sif®l qer SeHl B gRaddl | FHRINTT BT,
qer

() 99 A qT fAgRd PIETEl BT YaigAT o]
AT Y&T AT, D! raegepar dfasr § grfl |

IIRTER $TH HT6H & &pul & 3w MUY 7Y
ey H ARPRI Al A IRERl & foy wgE
Rl & forw v RmeiRal @ ugaE @ T8
AT U9 A H b AT | G U B B
grafsar ft 9 & T

1. BRRIA W AT I AR & AT HIered
fder &1 ggrar < |

2. uRadd & IRIF HaED! (TTId]) BT TEfd B

H HEIdr UeH HXAT |

3. gAH TAT 9l P ATAIHATS B Ugd o
UgAT BRAT dlfh I Ud &3 IOl §+T
ST AP |

4. f3rm Poa fdem, M 99k 9T Siidd 9=

g BT ST |

5. 99 AN BT S QAT § uafad g, i e qor
gR1eTeT T ugd H fIdR o ArIfoTd FAMR
BT qETET T |

T8 e H /GAT BT O SERiierdn &k o W@ #
Y T8l 2 | 39D (Y el aTaRoT B aegeh]
B B IR T WRBR B AHGT N9 By 7| faT
®I ufcrafcd & Hag 7 ITFRAEdr & B He & oy
IRl IR AMRY | Yo Y Sl bl FT AeANT
T B GHhdl 2?7 FaueH Fg 3R 5T WEHRI A
Pw, A el &R W TH VAT 1 GuR - fhar
g, e SRl & oy agame araaReT daR fear
ST AP | gFRITET T @ ST TRT Bl I dTell
URIISTTAT DT U&TH I ST aTell Tebeiles] URTHR Gfde
Y 3R qRTHRETET Har] 2nfier € | 37 giare el &
Hag H DI T3 By USel BIHI Usel H BT IRT DI T
9 HE RIS BT TS fBAT AT | T W Ho Ay
offl— 1954 ¥ WA oy IENT AP Hed, oy
JERT HaT W 5 319 ged, oY IR 7egH IuhA
@ R & A | ST ST ®, R SEnT @
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SR | 371 ASAl d U+ FARIN off, fhg 3@ d

are fasm sk drenfred ue srRispa Ry fear Tar

T geelld & RO H © | Sarervnef o7y S fae
e, oY ST 9aT & forg |HefA, €8 qifesT &R
Ag o drell Qoidl 2 Sl g SENT &3 $ Aud
WA IS PRI B T | YA AT H RIS
AT & & Geldl R IR URRIe g SeRT Jar
I (SISI) U fhy T iR ISR g [ERT
M (NSIC) erfua foar war| saa ifaRad uem
AT @) Ay § w1 faft= el & foN &
forg 6 a1 1 zefua g o

1. I AR FIBT IS 2. IRIA AR @I
Td AT 1S 3, ARG N NS 4. DI WA 9IS
5. Y Ap 91 6. WA T AT HHTE (1956
# verfia)

IWigd g el & faRed ofienfe fawr
3, 3ienfire aRTT (Estates), T SR T 1
I gavdrs, fgd Au—a=i & fS9rg &1 9=
s, ofg SN OR T ufRieor &1 I eerm,
TEREIE Ud Ieeiiadl 9 oY 99 e ofe &
forg iy wverE, 78 foeel | &9 faf=T wRerl @
AT BT I foorrs, favar, ufderor, Sewefierar
g g Iqd™ & AP | AT BT & 3 |

39 3RM Ud ¥Aedyul Uy I8 @ b emar
fATOT & UITT BIHY DB o | BT SIS 7 B
TSR 3R TSR ARAH! 3R GeA, g Ud 7ead
IUHH ARIH gRT fhar Smar 2, afed AIfa= sienfire
gfReTor QIR TaATies UfReror HRermal gIRT THUTHS
g | RO Iemierdl f[der | (EDI) 1 ddd Y
Sl & oIy Jgdr & AReToT BT HT B &7 2 Sl
YT SIREH o @ &THdT & ATI—T < DI 3w
g B 9 <91, dfed S omemanedl & forg o
PRI B IBT & ST MU Y AR yraemel Rl 9 <9
3R T BT 9 B TRT T 7 AR IR WHRI
IRl & ydyd el Uredsd & ARIH W OgERl
& Sfigd # aRads ara €|

RTI®T FaTed e fasme drenfireT Semeiierdr e
q o | faem &k Uenfie) Serll uTd &1 UHE e
2 fo5 g8 fRregvr, srg<e SR faw Rt qem ST
ST & I g emfd B | UEifel RER
WAV GF §RT ¢ AT BT Ag<aqel FHT HATY
sﬁ?mﬂsﬁ?wﬁﬂfﬁmmmm
PNTS O & | 37 Ps 2$ Blfes T WY A 37TS &,
SN o <ol el Sl i Ao S aef safia
P ugell W, Rraw Semeiiaar faerT srRisH srerar
BIfesT THH iR eIl STl BRI ® |

IWTST U3 I8 SURerd &lar ® & a1 Safial & TR
2T ST et 27 I8 URT Wdhfad w9 I UST B aTed
IR AT O aTel "Seee dare & 9§ <dr
T3 T | SABI BIS IS AeFaT YIS IR ATel
g ghdT | gl ga-r ey g fo Seeiiadr faer
W BRITR WRET 3R THTAUHE §RT BT ST &l
vgall H ff2d faar g & b srgaet 3R |8 ardraRor
FATHR SR e dorr erar Al & " | Ee
H foql g3 Sl Ufawrell o1 AT SrIT S Fahdl &
3R UBR F9ad: VAT gl ardaRel 7Y el
B W TIR B Fdhal & | el e & gRuey
H IR SeHeedr faer dve| ¥ Yerar ST RET
qT3YshH He<ayvl Bl ST & | AT Semeiierdl e
TE 2| SIFIYd: WSS Yol BT goid AT
R A T oY dTed &3 gIRT Farferd o, offdh I8
AR ¥ ®TH! Herdl ST 8T ® & F9re | 999
P qgP B AN F FERIG BRIl Bl AT b dW
HHIT ST Al & AR Farsi 4 dferd qgardi—ardior
AT I TN DI G F A™ AT FWR B forw
ALY HATY MR SUTE SUTT BRIBR W AT HHIAT
ST Adhdl 21 aRad ¥ 87 AFd & fh e & forg
%ﬁmwwﬂﬁa%mﬁmwwﬁa@

AP AT BT b 3T US| I8 V8l & b Semeiier
B Rl [IHRIT BT ST | I8 YIRT RAeTor qragsh
¥ AL BT WA HRD fhaT TAT 7| IR A

Seorar Aera well & WU & T3 8| 396
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gRT 6 AT Semeiiedl Sarer ®fed 8| sdd)
UTAICATE DT Bl FHIST § 31T X2 URad=l & J9r oI
Al & | AHETSTD IRac 3R AHoTe Yol &
¥ w9 & v wfafaftrr € qenfa amnfsre
gRadHl & dee # fear I arenr ®1g o awde &k
Jiora A fiTe gofl @ Ui, Jef oR mRa 2 &k
ST B9 UP FHIST & Hedl DI G FHS UR A0
THI BIH] & G BT |

Serrefierar 3§ Afvwar &1 gar

UHT B8 1T &1 & [ SRER 4 A iR geal
B 91T "AHAZAT B HH T S~ el 2 | Y R=idg
JHFTT BF dTell BIUNS BRI MR WRT T
facen & B8 UIwge sr%hedret (ARad w4 & derd
IR W 91 € | 39 Reafa # 3@ uee g SuRafa grar @
& AfoRe ol o= & forg fhe [on @1 saeaarn
BN B A U TR ¥ eifhd fhy S dad &

(1) e Tedl B ggAEE @ eHar (2) ol &
Mfme aRomHl & ded § T@ & @ e,
(3) sutedT W fUe @ eHal, (4) AT AR ARH &

AN 3Nhet W & AHhd 8, ofhd T 91q a9y
& H W {6 ores wwy # gy FH A 8

3. I 91d U8 ? P A9 Shaw # wfafaftrt |
ITRAAT T8 B g bfed i) BT & dHi—hd
T g9 9 ve T gfed w1 ¥ O I #
T9g A AcHY 7T 2 |

T ugiat

9% WBR A BIYd AdrT &7 7T 29 & forg "Prera

faprT vd SeHaar THE Th T AT R I1fud

forar | Iy Pive e A =it 53mea & e

T &R a1 2| dive faera § 50 e &1 ugali

B AMAS P 7 59 FH (NSDC) &1 ITUAT &l

TS 21 g TP fon rduiie 9refierl (PPP) arelr

IS & el 99 dls § WReR dAT Ia I B

gfafafr ff wfae &1 I Brere faer 9 + 51

gfaera sfdads ol & & g © 3R Y 49 yfgerg

AR WRGR gRT & T8 g1 2010 § fAffa g8 frm

YIRS ®T F 1 7 HH & 3N TR FoATs oI

g 3R HRA DI a1, (5) TROTAT BT &9 | 7 /&
BV §¢ fA%ard ¥ Wl 9T, (6) 31U+ Sia H 3 dgd
A A dTel AfORS G &1 FHAT & 3R
IT A & oIy U SrEgedT RAIRR G | I&if
U8 Iool HRAT He<dqUl © [ 89 Wl d ARg ol
ARG | Wedl # ST a1 Agwayol =& g =
5 SAMERNY W W1 | SHFER I Wl W AHAd
3R BR B o7 |ehell 8, fhR W &9 Sflgd & gg o
foorly g1 € | 39 |ay § 9 91 Ayl € dife b
ST U Silae U R AHd 8 Id

1. TR AT &1 Rifera a9 st gEeell & Had
# fRrferd g | wel €1 el BT U foreeT Siran
&1, clfbd T8 BB T8I © | Sl A gad Uil
o1 fRferd 81 rrfq a8 drxgexr o R g, 98 9@
oI el B, afod I Famell @ wad | Rifea
BT A1(RY | 519 98 A MR T § U9 a%
TET B IR A%hdl IeH g9 B AR WK T 9
g 3T He<ayul 8l Il © b a8 gael &
A< 7 Rrfera 8

2. UH I I B W Follhx Al ST H
IARAT & o1 B Adhal ©, 98 A% &I, AfbT bg
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qrell BHl & T 31 &3 Bt URYS, 187 4 e
T URIETOT YRR TAT Q¥R | 474 5@l H %ol ¢
2930 UREIV & & | IS divd faerd e @1
2022 T 150 FAferas 9RART & Plera 1 ufre
PR BT IR B

A P fasre drerr

U8 U AT PRIHH © | T 2015—16 S doic Bl
SENUT BRd FHY, Bal PR o &l Jbd iy
H1 9 fea & Iexg 9 U AF FeiRa fear aife
IRA g # Haifte dof i § 9e arell sreferawer
g |d | g8 M B FHdT § 94 g B BRI
RIS 99 & T TG BT ATBR B B RIS
AMGUEl & TFHY MU Jad! BT URIRIT o | IRT &
U I8 TP 3@ A1l & 919 96 9 g8 oI fashia
fivg # & I YRS I T 69D | TR PR
AT & ATAR T 2022 TP DI JHTT BT Fed 500
fAferas <@r Tam 2 |

PIer AEAA (Skill Mapping)

WRA B BIYTA FAE Bl UG B D A TG
WP &—
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(31) Preret SR (§) BT BT AT HRAT, AT (¥)
DI BT GaATGAT T |

9 URUT H & 980 BB XA B AR § | B
i il Y w9 RIferd € iR tHTHTHs sdhrsar onft
ff SRred fvar & gof wu 9 Hore 98 81 9IRa
d Har &3 H gig g3 2 e IJonR i &
¥ e @1 21 39 UPR sUPI Uh & fdded g &R
g B, DITA A | DI A BT 2ref 7 fohedt
faRre @R T ererar ISR Rerfa | g
TRId A gRATAT R © fov smaegsd fAafdee Prerd,
S, AT AT FAER bl Yga=-T | "HIgred faer
g Serefierar” A=e 3 <9 # 652 el & forw
P AT B elaR DNl [AdrT Smavaddraii
BT Foterd fhar g1 RieldrR drerd e Srexdl
Ts el § Rerd iR ofienfe d@et (Cluster)
P YR W IS A9 & IR & v I
PITA & TR AR gD YTard dRISHIR Jadi Dl
gfrferd o= & fory Haferd fhe ST arel HRIGH! &f
fafed #x far v | 9® Nt & Piered A= F,
qd FOTel BT UfNeTor AReMell &) TRAT qAT dqhIDb!
el Afed SRR dfeioll @1 d=r &1 faaror
BT 2 | TATHUAS & fIdm gad 1 37 Udd Rrall
BT 3T Uhlsdl IR fhar & dife Sl ora+
HRITR Bl I & 0 FaaH W= uT I |

&fﬁﬁmﬂmﬁmwmaﬁm
RISATR &3 BT Ud AR AR 2 | F STl &3
3fad 519 91 g dRa1 2, Sidfdh S TGl
DAY & B 51 P B W oar ¢ | 39 Rafa
A GTHRT UM $T dddl Th &1 AT 8, I§ 8 Diere,
U I A a9 Dl IR HRAT SR JAAE
P B TR Bl g1 | IRAT H JISHTR & THRAT BT
FAMI G BT BIS IS dADT T8l 2 | B, 39 F<H
H Aoyl H B ISWR AST BT alg dR dadl
2| I8 WA W § (b 8 ARRYT ARET Ud R
RIS, BRIA DI R TAT PREAR  BIA DI
AR’ H AIPRATET Bl 3FTH GBR Aol Pl X

HRAT BT, ST BH BT Jig BT Al ﬁﬂ‘iﬂmﬁ:ﬂ
P YR HRIHH BT ) STovd g, TaT {9y w0 9 9yRd
PI ARaD oI @ H AMAS B B U ATeTH & |
PRGN JIAET, AR, ISRIDRVT (T Uefla 7o e
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IR Al & JEIH W), U6 aRdfdd acra amfdie
3rFrell (aad), S8l W HAT B qad AR gRReIfrR
IucTe Bl &, BT Al JTTARTT AT BINTT |
T, 38 9 flt Y Aifd & '@ B B R
JATY 31, ATST ISHIRYG gl P FERT U B
% forg NifcnTa =aen &= & oIy M qoiR QuRi
R &I Dl PIAT BT | ST & H HH Il
arel ST B AN FHGR B b N TE BRI B
— YRA & %9 BN Ud SAdT fAfEe S fawg #
qIT HOR UHR & = | 39U 319 IR # by o+
qrel IR T AHG BT YT, 519 ISR FH9H R Iy
ST dTel @1 @1 31fYd SR a9, F9T ©F H I8
JREAT U&E 3R AR B T Ta YFRIeAor &7 31T
gAY STeTT 8 |

SeEderar § afgetrell @ 9rfiiery oie T8l 2,

$feTY 8F TrIg YOMIfA | pif~aei) aRddT &=

P AR

T & forg R U omH wEHd
I 2 3R M B v ey & fow e
MMIeTH qd oI T

PIeTT BT Ife Sferd aid A fawRya fasar sire ar
S99 (Citation) T el AT |

ATgATIe e b1 ufderr don s ey 3
Sires & I8 fafy=T e aom Sl | s\ 9o,
IeHl Tl B el d [ASRid Bl gg ARl @l
gfitf &R AH B |

YR ST & IR R STddIel= U]
q=hT BT fabRid fear g |

DI AU AT H T 3feh Yd d8TR ASTTR
DI GIoTT e BRI | Drered Afaal b QAT Aiferar
ST 9N BT @112Y St S=a gy e fafvan, s=a
UIdRTATell e ISR Goi- - gfearel e,
WReY AT SMETRD HA, 39 & Pl b Ul
T ofe & ford garad & |

ATTATRID et qom ufdreror wRemsll # Wararsieh!
Terr st & gfafsforat o afha agarfidr diere
& IRTA B R B Fdhell ¢ |

RISHTR ATg dofl ATy ArfeeiTgaat o
AT BT de<ix e Al =aa= B+ § 7 B
gl
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o TRV qT BRI fAE™ BT GoW g9 arell
Fafda Aifoar S9 aafedqal den wEh & et
B B U MMawdd € Sl 3Td YHR Bl arerdl
RIEUSSR

o U AED] BT A B IRRIEI BT

3 dTei¥el JoTaT WY |
STHEER

df¥ges Al 1 AT BT TAT AR U fbar € b
I ST AT WA & A [dBI Bl GRPIR G
T TN &R A d RAfy # 81| srefeawen & faf=
g3l B PN IMATIDAS qAT GeTAAT BT UG

O\

AMRIS BIeTS IRT BT JThT B qAT TGTAR
Iugad fadt @ fEier § IR 8 \ehdT 21 1990
J 9RA o Agagel AT GuR < €| 99 | srelarawen
® ISRIBRUT - SIET b AR A5 ANl Bl 7, Ial
T AR BANI Sfied Wffal dor R @ o
IR B 2| ol 59 srefegaven &l fIvq @mR &

AT Wil 8Y BIBT T Bl T 2 3R 89 JedIarvl

H ) gfg Bl © d ST NTd "edl 8 | Rifdb
HH: T TR IS BT [RdR BT 2| 59 UPR
ARA @ SHIHDH ATie $T fakIe o A 560 T
T ATLIHAT B | Y TSR Sf. FAM & AR
“RIeT ol @1 SRRy WA e a9 B SffRad
ISR Y_T &1 Tl &1 gord 81 a1y, afad
ISFTR g aTelt &, favafaenmeral | S<ivl gax o
qrel FTADT BT ISR AT | Frafrd faRravor
T AR |1 T HeW SuR faRi Weermsl & '
R IR i q9=m § F=or TR 9, dvd Qe @
SEHEeTar B S IaT AT BN |

v
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Winners of Micro Research Papers for the year 2018-19

We thank all the participants of Micro Research Paper Competition for the year 2018-19. The following candidates are selected for

prizes:

I Prize : Rs. 10000 + Certificate

Topic: Crypto Currencies/Blockchain and the Banking System

of Economic and Policy Research, RBI.

Jointly written by: Dr. Bhupal Singh, Director, Monetary Policy Department, RBI & Mr. Shashi Kant, Research Officer, Department

II Prize: Rs. 5000 + Certificate

Topic: Exchange rate volatility and its Macroeconomic implications: Empirical Evidence from India.

Ms. Aswathy Rachel Varughese, Economist, Manager, Canara Bank

IIT Prize: Rs. 3000 + Certificate

Topic: Bumpy Road for Payments Bank Regulatory Compliance and Competition Concerns Over Breakeven.

Jointly written by: Shri. Bibekananda Panda, Chief Manager (Economist), State Bank Institute of Consumer Banking, Hyderabad
& Dr. Pradeep Kumar Pattnaik, General Manager & Director, State Bank Institute of Consumer Banking, Hyderabad.

We congratulate all the prize winners.

Mumbai
Date: 04" June 2019

42 April - June 2019

Director (Academics)

The Journal of Indian Institute of Banking & Finance



Summary of Diamond Jubilee & CH Bhabha Banking
Overseas Research Fellowship Report

Innovative Credit Products for MSME sector and to evaluate the Credit Guarantee Mechanism under
CGTMSE and compare with Credit Guarantee Mechanism of Japan.
Researcher: E. R. Muthuselvan, Assistant General Manager & Member of Faculty,
College of Agricultural Banking, Reserve Bank of India.
Year 2014 -15 J

It is agreed all that the credit guarantee system
is important for the support of Small and Medium
Enterprises (SMESs) in India and Japan. The credit
guarantee schemes have been devised such that
the greater benefit accrues to small borrowers and
credit flow is encouraged towards them. Appropriate
provisions should be built in the scheme like
guarantee fee, claim payout ratio and lower fee for
the marginalised section so that the scheme is viable
and can address the credit needs of vulnerable
segments. Credit guarantee corporations are highly
leveraged institutions. For example, in India, the
Credit Guarantee Fund Trust for Micro and Small
Enterprises (CGTMSE) scheme with initial capital
of ¥ 2,50,000 million is extending guarantee to the
tune of Rs 1.2 billion, thus a leverage ratio of more
than 25 times. Hence, appropriate regulation and
capital adequacy norms are necessary to sustain the
guarantee corporations.

Measures to improve credit guarantee coverage

e Product diversification is necessary and also
critical to the financial sustainability of the
CGTMSE.

e The scheme mandates the Member Lending
Institution (MLIS) not to obtain any form of
collateral. Reserve Bank has also mandated
banks not to obtain collateral for loans upto Rs
10 Lakh. Mundra, 2016 mentioned that these
provisions have not led to desired outcomes
and the guideline on collateral-free loans has
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led banks to at times devise ways of denying
credit to the Micro, Small and Medium Enterprise
(MSMEs) borrowers, while on the other extreme,
the provision for credit guarantee has potential to
cause deterioration in quality of credit appraisal
and due diligence, consequently straining the
resources ofthe CGTMSE. Clearly, both outcomes
are undesirable. It is advocated that borrower
should be compensated by way of a better pricing
in loan for the availability of collateral. Further,
CGTMSE shall evolve a framework for making the
pricing risk-based rather than having a uniform
risk premium related to the past performance
and quality of individual portfolios. Eventually,
this activity should also move to an open market
system. A risk based pricing and allowing banks
to avail guarantee for the loans which are partially
covered with the borrower’s collateral will ensure
better penetration of the scheme.

CGTMSE should strive to have broad clientele
base. The recent inclusion of NBFC- MFIs under
the guarantee scheme is a welcome step. The
other left out, yet having significant rural/ semi
urban presence is the rural & urban co-operative
banks. It is desirable to add the co-operative
banks under the eligible member lending
institutions.

The CGTMSE needs to put in place a strong data
analytics team and a robust oversight mechanism
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over the MLIs. The advertisement from CGTMSE
to recruit specialists for big data analysis is
welcome step. A dedicated Data Analytics and
Management Information System (MIS) Division
needs to be set up in the CGTMSE to monitor
the data on a regular basis and also develop
system-based alerts for the top management of
CGTMSE and the Controllers at the MLIs. It can
also develop dashboards on critical parameters
for regular monitoring by the management of
CGTMSE and the Controllers at the MLIs. The
CGTMSE also needs to put in place a robust
mechanism to detect fraudulent claims. The
dedicated Data Analytics and MIS Division can
study the claims data and draw patterns through
analytics for further scrutiny and action.

e The introduction of more products and private
players is a must to prevent a monopoly situation
and provide choice to the MLlIs to either avail credit
guarantees from public institutions or commercial
guarantees from the private companies. The
feedback from MLlIs indicates that the absence
of competition has severely impacted efficiencies
in the pricing, settlement procedures, customer
service, etc. at the CGTMSE.

e There is also a need to introduce counter
guarantee and re-insurance companies, which
serve as guarantors of guarantors and insurers of
insurers. This will help promote more sustainable
forms of guarantees in the market. Japan, for
instance, has a network of 52 credit guarantee
schemes backed by guarantee
programmes. This allows smaller, regional
agencies to focus on their own local industries,

counter

while a central agency oversees their working.

e CGTMSE should strive to have broad clientele
base. The recent inclusion of NBFC-MFIs under
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the guarantee scheme is a welcome step. The
other left out, yet having significant rural/ semi
urban presence is the rural & urban co-operative
banks. It is desirable to add the co-operative
banks under

the eligible member lending

institutions.

e There is a need for CGTMSE to be able to carry
out field-level evaluations of the collateral-free
loans being lent by the MLIs.

e Inclusion of retails trade in the scope of the
scheme .

e Increase in the exposure cap to X 5 crore.
o Allow collateral for the uncovered part of loan.

o Computation of annual service fee on outstanding
amount rather than sanction amount and.

e Prompt settlement of claims.

In case of Japan, the Emergency Credit Guarantee
Program which was introduced after the Global
2008, has 100%
guarantee and fixed fee rates were applied. These
were characters of old system. Approval amounts

Financial Crisis in October

of new loan guarantees jumped Yen 20 trillion in
the year 2009. However, the scheme has its own
issues. It is reported that non-viable SMEs have
kept afloat due to various credit support policies
after the Global Financial Crisis (GFC). Despite their
low profitability and high leverage, there have been
only limited restructuring or exits of nonviable SMEs,
mainly due to the present credit guarantee system.
Creditors and nonviable SMEs have little incentive to
restructure loans. The size of individual SME loans is
usually small and makes it too costly to restructure
on a case-by case basis. In addition, recognizing the
losses would reduce profit and capital, especially for
smaller regional / shrinking banks that generally lack
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expertise in business restructuring. India can learn
from the experiences of Japan while revisiting its
credit guarantee programme.

It is evident that no one size fits all approach in SME
finance. Each nation has to study the operation of the
credit guarantee scheme and tailor them accordingly.
The Indian banks are facing asset quality challenges
in all their portfolio. Apart from that, the banking
system is also facing a key challenge on capital and
human resources front. In fact, part of the asset quality
problem is also attributable to poor underwriting

skillset of the bank staff for credit appraisal of large
projects at the head office level and for lending to
retail and SMEs at operating unit level. To address
the issue, banks need to train the staff and mandatory
certificate courses are to be prescribed. MSME branch
managers and other field level functionaries need
to be trained in credit appraisal, credit-score-based
lending and SME cluster financing for MSMEs. With
these measures from central bank and Government of
India, the sector is poised to grow rapidly to leverage
our demographic dividend.
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